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CrypKey Instant ’
. CrypKey

Site Key( ) . ,
CrypKey Instant , CrypKey
1.1 CrypKey
CrypKey /
, 1992 CrypKey Copy Protection License Control
Software . CrypKey
. 2002 3 CrypKey Product Service Business
CrypKey(Canada) , CrypKey
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, CrypKey Nokia, Ericson, IBM, Microsoft,

HP, Caterpillar, Eaton, Dupont, Fujitsu, Minolta, Homeywell, 3M, Mobil,
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1.2
Crypkey
Instant  Site Key Generator ?
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“Chapter 4. ?
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?

“Chapter 5. Site Key Generator
, Site Key Generator

“Chapter 6. CrypKey Instant
StealthPlus™( - ), CrypWrap encryption ,
CrypKey Instant :

CrypKey Instant Crypkey Instant

“Chapter 7.

“Chapter 8. ?
“Chapter 9.
CrypKey Instant
“Chapter 10. ?
CyrpKey Instant

Operatig System file Matrix, Q&A
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1.2.2
CrypKey , 1. ', 2.
b ‘4' b
(example.exe) CrypKey Instant

", ‘3. CrypKey hstant

’, ‘6. CrypKey Instant

‘5. Site Key Generator

’ l7. ’ ,

CrypKey Instant
’ Chapter

1.3

- Pentium Microprocessor
- 64MB RAM
- Windows 3.1/9x/ME / NT /2000 / XP
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1.4

CrypKey Instant

.CKN

CrypKey(Canada) Inc.

World Headquarters:
Mailing Address

World HQ Phone :

60
Email(support@hyubwoo.com)

Crypkey(Canada) Inc.

The Devenish Heritage Building
908 — 17" Avenue SW

Suite 208

Calgary, Alberta

T2TOA3 Canada

1-403-398-8011
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Reqular Business Line :

Fax Line :
Support Email :
Internet :

Korea Distributor

WEB :

*k%

1-403-258-6274
1-403-264-8838
support@crypkey.com
http://crypkey.com

5 40
3 (152-055)
(02) 855-0611, 855-8383
(02) 855-0618
hit00@nuri.net , support@hyubwoo.com
http://www.hyubwoo.com

30
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1.5 CrypKey

CrypKey Instant 30 :
CrypKey Instant .
, CrypKey Instant

CrypKey
CrypKey Instant Chapter 5.
CrypKey Instant CrypKey Licensing Protection
CrypKey Crypkey Instant CrypKey
Software Developer Kit(SDK) . CrypKey SDK  CrypKey Licensing
Protection CrypKey Instant
SDK
CrypKey .
CrypKey , , Site Code
Crypkey CASPER(CrypKey Automated Software Protection and
Electronic Registration) : CrypKey

, CASPER

14
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1.5.1 CrypKey ( )

CrypKey Instant DLL CrypKey

CrypKey
Product Key

®
Site Key Generator Site Code
Site Key Site B
Key
. Site Key
Site Key
®

[ 1] Customer — Vendor Crypkey
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[ 1]

CrypKey
Site Code
Site Code Site Key Generator ,
. Site Key
Generator Site Key ,
Site Key Site Code
. Site Key Generator Site Key
CrypKey
(Dongle)
1.5.2 (Trial) (License)
CrypKey Instant (30 )
User/Master key
(User/Master)

CrypKey

16
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User/Master Key

Site Key Generator ,
User/Master Key , Site Key

- User Key : D050 815C D1A2 A79D B103

- Master Key (16-bit) :
2A5D 57C4 1B4C 135B FO9E 17F7 600B 2D70 79E8 F275 C36A

- Master key (32-bit) :

CrypKey Instant

F2C938D2D34678D2E9217C18D78EAGABE466CF49520F92CDD1B6916
BD460D60E7C7B4CC7CC1750BD7188F90AC132B915E82FC8FAG0A1D2
99DAO0F28EA3C66BD42DB0OBE62149DAAEE4DBAS5COE70CE1C13BD34
3F8B7573ABC1E7DA0695955AB2BD377F50A9BE29A04CF816B30CD17

1E1509AD65100C999E52A35F45A215212A970

CrypKey Instant .
example.exe -
Key) . CrypKey Instant 4

- User Key :
Password

- Master Key :

17
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- Site Key (Site Key Generator) :
Site Key Generator

- Site Key (CrypKey Instant) :
CrypKey Instant

1.5.3 Ready-To-Try

Ready-To-Try CrypKey Instant

154

(Ready-To-Try )
, CrypKey Instant

: CrypKey

Read, Write, Delete
Crypkey

18
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Ready-To-Try
(Ready-To-Try
),

CrypKey Instant

CrypKey Instant

Ready-

, CrypKey
, CrypKey Instant Uninstall
To-Try
, , Crypkey Instant
( )

30
PC
, 30
CrypKey Instant

Password

CrypKey Instant

PC

PC

19
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1.6 Crypkey 6.0

CrypKey :
Ver 6.0 Windows
Crypkey 6.0 ,
99%
CrypKey
DOS, Win16, Win32
Network Floating
CrypKey 6.x :
(HDSN) CloneBuster™
- EasyLicense
- Anti-hacking (StealthPLUS™)

- CrypWrap

20
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1.6.1 CloneBuster™ Technology

Hard Cloning Software
. ‘Ghost  ‘XXCopy’
$49 ,

CrypKey™ V6.0 CloneBuster™
S, IDE
(HDSN) , HDSN
, CrypKey 10 CrypKey
HDSN ,

- HDSN : ID.
CrypKey™ V6.0 , Hard Cloning Software

CrypKey

1.6.2 EasyLicense

CrypKey License Trasfer, Network License, (Trial),

21
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. EasyLicense

1.6.3 (Dynamic Encryption)

CrypKey Site Code Site Key
, “Dynamic Multiple Encryption Key”

1.6.4 Anti-Hacking

CrypKey anti-hacking StealthPLUS ™
. StealthPLUSTM
165 -
CrypWrap
CrypWrap
NT Driver

22
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CrypKey 6.0 CrypWrap , CrypKey Help

1. <CrypKey DIR>\Crypwrap\EXAMPLE.EXE

¥% Cryp'Wrap Demaonstration - License Configursth =10] x|
Brogramn  License Help

Frogram not authorized

Site Code:  Display Site Code. . |

Site Kew I

CrypWrap Demonstration =

eyl Protect any file with Crypliyrapl

To demonstrate the povwer of Crypirap, we have protected the
Crypkey Instant Help File.

To Unvag

171 Run this program and copy the =Zite Code to the Clip Board
21 Run the Site Key Generator and paste in the Site Code

31 Enter & Lewel of 123

47 Generate the Site Key, and copy it back to this program

[ 2] CrypWrap -

23
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2. Site Code , ‘Display Site Code’

2l

Have you read and agreed tao the terms of the licenze agreement?

[ 3] License Agreement -

3. ‘View license agreement’ , ‘'Yes

4 Cryp'Wrap Demonstration - Licens
Programn  License Help

Program not authorized

Site Code: C287 B1DD O3ET 8487 83

Yalidate |
Site Kew I

CrypWrap Demonstration -

Menwyl Pratect any file with Crpptdvrap!

To demonstrate the power of Cryptrap, we have protected the
Crypkey Instant Help File.

Tao Unvrap

171 Run thiz program and copey the Site Code to the Clip Board
21 Run the Site Key Generator and paste in the Site Code

31 Enter a Level of 123

47 Generate the Site Key, and copy it back to this program

[ 4] Site Code

24
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4. [ 4] , Site Code ’ C287 B1DD 03E7 8487 83’

5. Site Key Generator

ol Crypkey Site Key Generatar 6,0 _||:||£|
CrypKey.
0 Izzue to: I [optional]
§) Verily Site Code Level: (5]
Site code; I I ﬂ
Froduct: I ' figtions: @
Paszword: I Check,

Hard diive serial number:

Senal number info..

9I‘ Easylicenze @ Duration
[ &dd to evisting licens= | ) Unlimited
[T Metvorkedlicense € Limnit by daps

|1 =
: g = | € Limit by uns &=
Lizenze count; |'| =

‘ a Generate | F I

[ 5] CrypKey Site Key Generator 6.0

25
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6. Site Code Site Key Generator  ‘Site Code’
Y
, ‘Check’
olk G =101
Crypitey
0 lssue to: I [optional]
@l—‘?’elify Site Code Level @
Site code; IEEE? B1DD 03ET 8487 83 ID L_l
Product: |e:-:ample.e:-ce ' flatian:: O
D m: -
Passward: [KENONIC Check oz —
= E 03
. : , 04:
1HE.E|2r?l‘:|9dlwe Selial Btiuer Sernial number info... [] 0%
] 0B:
[] a7
@I‘ Eazylicense 9 Duration Egg
I Add to esisting license. | € Unlmited : ]
: & § e | Dlape: 11 i
[T MNetworked license I e |3—:|I 12
License count; |3 :II € Limit by guns g ]? LI
‘ 6 Generate | P I
[ 6] Site Code

26
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7. ‘Level 123’ , ‘Generator’

Generator 6,0 ;IEIEI

“CrypKey.
0 lssue to: I [optional]
Ol—‘?’elif}l Site Code Level:

Site code: [C267 B1DD 03E7 8487 63 [123 =
Product: |e:-:ample.e:-ce ' flatian:: O
D : -
Passward: [KENONIC Check o0z —
— E 0=
STm— _ 04:
1HE.E|2r?l‘:|9dlwe serial number: Sernial nurmber infa... [] 05
[] 08
107
@I‘ Easylicense 9 Duration Egg

I Add to esisting license. | € Unlmited B ] |

[T Metworked license = Limit by days e = = 5112

: : ™ Limit b =l :

License count; |3 :II LI g ]? LI
‘ a Generate | b IEECﬁx FE5Z 96EY FEBB A4TE F&R5 A1

[ 7] Site Code Site Key
8. Site Key ‘5ECA F652 9669 FE88 A47E F595 A1’

27
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Site Key  CrypWrap

i« Cryp'Wrap Demonstration - License ZIZZ."if:rffi:_ if

Brogram  License Help

‘Site Key’

=10 =

Pragram nat autharized

Site Code: C287 B1DD O3E7 84387 83

Site Feyw: IEEE.-‘-‘-. FERZ 9669 FESE A47E FRE5 A1

CrypWrap Demonstration

Meswy! Protect any file with Cryph@rapl

To demonstrate the povwer of CrypiWrap, we have protected the
Crypkey Instant Help File.

To UnMvrap

11 Run this program and copy the Site Code to the Clip Board
21 Run the Site Key Generstar and paste inthe Site Code
31 Enter a Level of 123

4] Generate the Site Key, and copy it back to thiz program

[ 8] CrypWrap Site Key

10. ‘Validate’

28
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11. , ‘OK’

Pick Extraction Faolder

— Pick a folder to recieve the files extracted from thiz archive:

e iCurrent folder: D:SCEL 31EACRY PR AP

" Sustem temporary folder: D:ADOCUME =140 MINI~15LOCALS ~

" Other folder:
ID:"«.CH.H'I B CRTEWHEARS

Bromwse, |
| k. I Cancel |

12.

& File Extraction x|

Estraction of "Ckid2 hip" complete.

[ 10] Extraction

29
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1.6.6
CrypKey Instant
CrypKey  NT Driver Encryption
1.
2.
3. NT Driver
4, DLL
) , NT
Driver , NT

1.6.7 License Directory Redirection

CrypKey Instant ,

2. Read / Write .
Write , CD-ROM ,

30
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1.7 CrypKey Instant 6.0

CrypKey Instant , CrypKey Instant 60

CrypKey (support@crypkey.com)
(support@hyubwoo.com)

1. CrypKey Instant 6.0
CrypKey

2. SiteKey Generator  Site Key
3. CrypKey Instant

CrypKey Instant
‘X days out of x

a) CrypKey Instant 6.0 . (CrypKey
Instant )

b) ‘License’ ‘Transfer in form another computer’
Trial (License — Kill License)

c) A , ‘Next’

d) Crypkey Instant

(CrypKey Instant
)

e) ‘License ‘Transfer out to another Computer’

32
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4.

f) (c) , A
‘Next’

9) ‘Finished’

h) Site Key Generator , CrypKey Instant

CrypKey Instant 6.0 Configuration

a) CrypKey 5.x CrypKey Instant

SKW.INI CKLINI Crypkey Instant

Overwriting

b) CrypKey 4.x
CrypKey Instant CKLINI Overwriting ., Site

Key Generator  Configuration

33
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CrypKey Instant 30
( , Master Key, User Key ) . CrypKey Instant
Protection ) ) )
. CrypKey
2.1
4~6 Email, Fax
( :CrypKey Instant V6.X.XXX)
2. Customer Service Number (
: )
3. CrypKey ( 8.3
: PROGRAM.EXE)
Password ( 12 )
5. SiteKey Generator Site Code
6. CrypKey Instant 6.x Site Code

34
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2.1.1 SiteKey Generator Site Code

Site Code

1) CrypKey Instant SiteKey Generator

Crypkey Instant Help

Y
[a Crypkey Instant
i |
Y

Example, exe (Protected Calculator)
Feadme!

Sitek.ey Generator

&l Test CrypWrap Program
B Test Options YE Program
User Manual Doc

[ 11] SiteKey Generator

35
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ot Crypkey Site Key Generatar 6,0 = el

CrypKey.
0 lzzue to: || [optional)
§) Verily Site Code Level: (5]
Site code; I I ﬂ
Froduct: I ' figtions: @
Paszword: I Check,
Hard diive zenal number: ST e

9I‘ Easplicerse @ Duration
[ &dd to evisting licens= | ) Unlimited
[T Metvorkedlicense € Limnit by daps

|1 =
: ; = | € Limit by uns =
Lizenze count; |'| =

‘ a lEenerate | | 3 I

[ 12] SiteKey Generator

36
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2) ‘License’

Site K.ey Generator not autharized.
Oy imited example licensez may be granted.

Electronic purchaze wizard...

Site Code: B4ER AB40 FE7I 306 D5
Site Keyw I Walidate

For Site k.ey Generator authorization, contact us at;

CrypKey [Canada] Inc.
[403] 2586274

Faor more information see our web site at wew, cropkey com

or e-mail ug at infol@cpken. com.

Transzfer License:

Ta directon.. | Mot of computer... Into computer...

Cloze

[ 13] SiteKey Generator  License

3) License SiteKey Generator Site Code

“64E5 AB40 FE79 8306 D5’

Site Code

37
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2.1.2 CrypKey Instant  Site Code

Site Code

1) CrypKey Instant Crypkey Instant
c@ Crypkey Instant Help
& CrypKey Instant
™ Example.exe (Protected Calculator)
%) FReadmel
@Q Sitekey Generator
&l Test CrypWrap Program
B9 Test Options YE Program
User Manual Doc

[ 14] Crypkey Instant
2) Trial(30 ) ,
‘Enter’

CrypKey Instant Stealth Y6

30 days left out of 30

Prezs the <Enter> keyp to configure your license.

[ 15] CrypKey Instant

38
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3) CrypKey Instant License Configuration

# CrypKey Instant Stealth V6 - License Canfigurat 10| x|
Prograrmn  License Help  English

30 days left aut af 30

Site Code: Dizplay Site Code. .

Site Feyw: I

CrypKey Instant |

Protect your software with Cryplkley Instant, in about &
minutes, with no source code changes,
Automate your software sales with CASPER e-Commercel

With Crypkey Instant and CASPER, you can easily e
automate your sofbware sales using the Internet. Host your

own credit card transactions, or save time and expense by
letting us do this for you.

=l

[ 16] CrypKey Instant — License Configuration

39
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4) 3. ‘Display Site Code’ , ‘Yes’

=10 =

Prograrmn  License Help  English

30 days left aut af 30

Site Code: 1097 533 D1ES OB4E 1C
Walidate |
Site Feyw: I

CrypKey Instant |

Protect your software with Cryplkley Instant, in about &
minutes, with no source code changes,
Automate your software sales with CASPER e-Commercel

With Crypkey Instant and CASPER, you can easily
automate your sofbware sales using the Internet. Host your
own credit card transactions, or save time and expense by
letting us do this for you.

=l

[ 17] CrypKey instant  Site Code
5) License Configuration CrypKey Instant  Site Code

“1D97 7533 D168 0B4B 1C”

Site Code

40



CrypKey Instant 6.x

2.2
2.1 4 ~6 2~3
Email Fax
. Master Key
- Password User Key
- SiteKey Generator  Site Code Site Key
- CrypKey Instant 6.x Site Key
2.3
2.2 4 , Master Key User Key
CrypKey Instant  ‘CrypKey’ ( )
. (‘5.3 CrypKey )

SiteKey Generator Site Key SiteKey Generator ‘License’

‘Validate’
CrypKey Instant Site Key CrypKey Instant ‘License Configuration’
‘Validate’ ( 17 )
1) CrypKey Instant ,
( : )

41
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2)
(. )
3) B !
30
CrypKey
4) :

Code CrypKey Instant Site Code
.(  Code 18

5) CrypKey Instant

(G
( ‘CrypKey Instant’) PC

( , SiteKey Generator/CrypKey Instant

) (
SiteKey Generator 3 PC

42
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PC

CrypKey
SiteKey Generator Site
) ‘SiteKey Generator’

PC
, Instant 1 PC,
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3. CrypKey Instant

NT OS ,
. NT Driver ,
. NT Driver Chapter 7.
3.1
CrypKey Instant 2 :
CD : FTP

, Windows Program  CrypKey Instant

c@ Crypkey Instant Help

& CrypKey Instant

™ Example.exe (Protected Calculator)
%) FReadmel

@@ Sitekey Generator

&l Test CrypWrap Program
B9 Test Options YE Program
] User Manual Doc

[ 18] CrypKey Instant Program Group

43

NT Driver



CrypKey Instant 6.x

3.1.1 Install CD

OS .
CD-ROM  CrypKey Install CD . CD

CrypKey ..

Welcome to CrypKey.

Please choose an item from the
menu to the right. You can exit
this installer at any time by
pressing the exit button below.

contact

[ 19]CrypKey CD

44
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Install

CrypKey

Welcome to CrypKey.

Please choose an item from the
menu fo the right. You can exit
this installer at any time by
pressing the exift button below.

[

previous menu

20] CD

45
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“Install CrypKey Instant”

, InstallShield
, ‘Next’

Welcome to the InstallShield Wizard For Crypkey
Instant 6.0

The InstallShigld® ‘wizard will ingtall Cropkey Instant 5.0 on
wour computer. To continue, click Mest.

¢ Back

Cancel |

[

21]CD 2

46
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License Agreement . ‘Next’

Crypkey Instant Setup w6,0,319

Licenze Agreement

Fleaze read the following license agreement carefully.

Fress the FAGE DOWHN ke to zee the rest of the agreement.

Crypk.ey [Canada) Inc. ﬂ

Lizenze Agreement

[arant OF Rights

In congideration of payment, Crypkep [Canadal, Inc. [MCrypkey] arantz to the purchasing
company [the "'Customer'’] the non-exclusive nght to poszess, usze, and make and

diztribute unlimited copies of the machine-executable code version of the Crupkey

Software Licenzing System, including all revizions, modifications, and updates thereto
furnizhed ta the custarmer, tagether with the written U zer Manualz in relation thereta ﬂ

Do you accept all the terms of the preceding License Agreement’? If vou chooze Mo, the
zetup will cloze. Toinstall Crepkey Instant 5.0, pou must accept this agreement,

|rvetallStield

¢ Back Yes Mo

[ 22]CD 3

47
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CrypKey . ‘Browse’
, ‘Next’

Crypkey Instant Setup v6,0,319

Choose Destination Location

Select folder where Setup will install files.

Setup will inztall Cropkey Instant 6.0 in the following folder.

T o install ta this folder, click Mest. Ta install to a different falder, click Browse and select

another folder.

Dreztination Falder
|VE:"~EKI.3'I 9 Browsze. .. |
|rtallShield
< Back Cancel
[ 23]CD 4

48




CrypKey Instant 6.x

, CrypKey Instant
‘Launch CrypKey Instant’

Install5hield Wizard Complete

Y'our Crypk.ey installation iz complete. Follow the steps in
Cypkey Instant Help to ty it on pour application. Thank, you for
woLr time and interest - we believe vou won't be disappointed!

[T Launch Crypkey Inztank

[T Launch Readme

¢ Back | Finizh i Cancel

[ 24]1CD 5

49
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3.1.2

Crypkey Instant FTP

(CrypKeylnstnat3xx$.exe)

‘Next’

Welcome to the InstallShield Wizard
for CrypKey Instant Stealth

The InstallShield Wizard{TH) will help install Crvpkey Instant
Stealth on wour compuker,  To conkinue, click Mext,

< Back

Cancel |

[ 25] 1

50
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CrypKey Instant

a0 Crypkey Instant Stealth - InstallShield Wizard

Pas=word
This package has been password protected,

[ 26]
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vpkey Instant Stealth - InstallShield Wizard

Extracting Files
The contents aof this package are being extracted,

Please wait while the InstallShield Wizard extracts the files needed to install Crypkey
Inskank Stealth on wour computer. This may take a Few moments.,

Extracking Setup.ini...

- ]

Installshield

< Bach I MExh = I Zancel

[ 27] 3
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“Install CrypKey Instant” , InstallShield
, , ‘Next’

Welcome to the InstallShield Wizard For Crypkey
Instant 6.0

The InstallShigld® ‘wizard will ingtall Cropkey Instant 5.0 on
wour computer. To continue, click Mest.

¢ Back

Cancel |

[ 28] 4
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License Agreement . ‘Next’

Crypkey Instant Setup w6,0,319

Licenze Agreement

Fleaze read the following license agreement carefully.

Fress the FAGE DOWHN ke to zee the rest of the agreement.

Crypk.ey [Canada) Inc. ﬂ

Lizenze Agreement

[arant OF Rights

In congideration of payment, Crypkep [Canadal, Inc. [MCrypkey] arantz to the purchasing
company [the "'Customer'’] the non-exclusive nght to poszess, usze, and make and

diztribute unlimited copies of the machine-executable code version of the Crupkey

Software Licenzing System, including all revizions, modifications, and updates thereto
furnizhed ta the custarmer, tagether with the written U zer Manualz in relation thereta ﬂ

Do you accept all the terms of the preceding License Agreement’? If vou chooze Mo, the
zetup will cloze. Toinstall Crepkey Instant 5.0, pou must accept this agreement,

|rvetallStield

¢ Back Yes Mo

[ 29] 5
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CrypKey . ‘Browse’
, ‘Next’

Crypkey Instant Setup v6,0,319

Choose Destination Location

Select folder where Setup will install files.

Setup will inztall Cropkey Instant 6.0 in the following folder.

T o install ta this folder, click Mest. Ta install to a different falder, click Browse and select

another folder.

Dreztination Falder
|V C:ACEL 319 Browsze. .. |
|rtallShield
< Back Cancel
[ 30] 6

55




CrypKey Instant 6.x

, CrypKey Instant
‘Launch CrypKey Instant’

Install5hield Wizard Complete

Y'our Crypk.ey installation iz complete. Follow the steps in
Cypkey Instant Help to ty it on pour application. Thank, you for
woLr time and interest - we believe vou won't be disappointed!

[T Launch Crypkey Inztank

[T Launch Readme

¢ Back | Finizh i Cancel

[ 31] 7
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3.2 CrypKey License Service

MS-DOS, Win16 ~ Win32 NT
, Windows NT/2000/XP
CrypKey License Service( ‘CLS)

CLS NT Standalone Network
NT , MS-DOS, Win16, Win32 CrypKey
, CLS . Windows NT
MS-DOS, Win16, Win32
CLS . CLS
“71 §
, StealthPLUS™ , CLS
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3.3 Windows 9x/ME Network Driver

Windows 3.1, Windows 95 Windows98
Wockserve.exe
CrypKey
’ CrypKey
. Wckserve.exe

Network License

Wckserve.exe , CrypKey
CrypKey
; (O
SET CKSERVE=dir; [dir2;] [dir3;]
dir, dir2, dir3 CrypKey
CrypKey
) : CKSERVE

, Wckserve.exe

WCKSERVE.EXE c:\MYAPP1; C: \MYAPP2

58
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MYAPP1, MYAPP2 CrypKey

. Wckserve.exe ,

Wckserve.exe ) ,

Example Running ChypKey on a WingX./ME peer to peer hetwork

]

WINDHAAE 5 erver
rame = APFSERVER

|

WINDHAAE Client

This Systemn is ating as the server. Hher dients

CAAPPEX AP LE.EXE

1. Load the WCKSERWE diiwer onthe system by
placing the following lines in the autoexec.bat file:

SET WiCKSERWE= CWAPP
CaPPuiCE SERWVE.EXE

aryou can hawe one line instead ofthe two abowe
by using the following statement:

CPPOUCK SERVE.EXE CMWAPP

Mote: The woksane exe file must exist inthe
directory specified.

2. You must sham the directory C:WAPP sothat
cthver users onthe network will hawe FULL acoess
to it

3. Reboot the computer forthe changes to take
effact.

will connect tothis computerto mnthe application:

This i= 3 client that will unthe application form the sener. b also
requires some configuration:

1. Load the WG KSERWE driver on the system by placing the
Hllowing lines in the autoeses bat file:

SET WCKSERVESVWAPPSERVERICWAPP
WAP P SERWVERWCUWAP POV S ERWVE. EXE

aryou can hawe one line instead ofthetwo abowe by using the
Hllowing sEtamerit:

AP PSERNERL AP PUNCHK S ERWE. BEX E AP PSERWVERACWAPP
Mote: The wohkserne exe file must exjst inthe directony speciied.
2. Reboot the computer ©or the changes to She affact.

3. Create a shortout to the executable on APPSER'WER.

[ 32] Wckserve.exe
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3.4 MS-DOS Network driver

Ckserve.exe TSR(Terminate and stay resident) ,
MS-DOS , CrypKey
; MS-DOS
CrypKey :
MS-DOS , Windows
Server

Ckserve.exe , CrypKey

CrypKey

, OS Autoexec.bat

SET CKSERVE=C:\MYAPP1; CA\MYAPPZ2; ...

MYAPP1, MYAPP2 CrypKey
CrypKey

(;) . CKSERVE
, Wckserve.exe

CKSERVE.EXE c\MYAPP1; C:\MYAPP2

MYAPP1, MYAPP2 CrypKey
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3.4.1 MS-DOS
CrypKey
C:\APPS\BINGO
E:\Windows\WHIZBANG
D:A\TEMP
CKSERVE.exe C:\util
Autoexec.bat , CrypKey

SET CKSERVE=C:\APPS\BINGO; E:\Windows\WHIZBANG; D:\TEMP
C:AUTIL\CKSERVE.exe
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3.5
CrypKey :
3.5.1 32-Bit
‘ 1" CrypKey Instant 32-Bit
CrypKey
[ 1] 32-Bit
Crp32001.ngn CrypKey DLL
. CrypKey DLL
Cki32j.dll i Instant 6.0
NT
cks.exe CLS
Setup.exe CLS NT

62



CrypKey Instant 6.x

CrypKey DLL .

Cryp9st.di Windows 95/98/ME
CrypKey thunk DLL

Crp9516Ldl | Windows 95/98/ME

CkIBrmv.exe | \indows 95/98/ME

Hdsn1.dll

Cki32.hlp

Cki32j_~2.dll oy

Cki_?.msg Message Use File ,
(?5

Cki_?.bmp Message Use Bitmap ,
‘?’

Cklicens.hlp Inferface Require License Agreement
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Splash.int

Splash
CASPER
Casper.dll CASPER
Inetcli.dll CASPER Direct Internet Commucation
Pub.key
Casintro.txt CASPER
Casfinal.txt CASPER
3.5.2 16-Bit
‘ 2 CrypKey Instant 16-Bit

CrypKey
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[ 2] 16-Bit
Cki16j.dll DLL
Cki16j_?.dll .
Cki16.hlp
NT
Cks.exe cLS
NT
Setup.exe CLS
Hdsn1.dll
Cki_?.msg Message Use File
o
Cki_?.bmp Message Use Bitmap
i?!
Cknetwk.exe (Floating License )
Cklicens.hlp Inferface Require License Agreement
Splash.int Splash
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3.5.3DOS

CrypKey Instant DOS

Programname.ex® Programname.ex_

3.54

CrypKey Instant ,

) CD-ROM
CD ,
CrypKey

Crypkey Instant
example.exe

66
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: CrypKey

CrypKey Instant  Master Key Marster Key
, CrypKey Instant

.( :LICENSE_PATH)

Crypkey Filename

CrypKey
Io/o’
( : %LICENSE_PATH%)

, ‘Begin Protection’
CrypKey

Autoexec.bat . ;
Windows 98 ,
X:\Programs\MyProgram
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AUTOEXEC.BAT

Set LICENSE_PATH= X:\Programs\MyProgram\example.exe

X:\Programs\MyProgram
Read/Write
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4.

CrypKey Instat (Example Key)
(example.exe) CrypKey Instant
X
4.1 Site Code

Site Code CrypKey Instant
Windows OS
Site Code

CrypKey Instant Example.exe
CrypKey Instant
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C@ Crypkey Instant Help
E Crypkey Instant

Example, exe (Frotected Calculator)

% Feadmel

M SiteKey Generator

Bl Test CrypWrap Program
B Test Options YE Program
User Manual Doc

[ 33] Example.exe

exeample.exe

, Site
Code License Configuration
Site Code ,

‘Enter’ License Configuration

Protected Calculator

2 tunz left out of 3

Press the <Enter> key to configure your license.

[ 34]
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License Configuration
Display Site Code..

rotected Calculator - License Configuratic

Program  License Help English

, Site Code

=101 x|

1 rur left out of 3

Site Code:  Display Site Code.. |

Site Feyw: ||

CrypKey Instant Demonstration

wour oven hotlink to you Web or email, like this:
Crypley (Canada) Inc.
zalesidorypkey .com )

farniliar Calculator program.

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custom tailored message here, You can even put
To demonstrate the power of Crypley Instant, we have protected the

This iz et to give a 3 run trial automatically, but you can give customers
runs ot time trials of any size. Once the trial has expired, to continue LI

[ 35] License Configuration
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License Agreement ‘Yes’ , Site
Code (AF4A D986 81E8 BB18 2E)

[ 36] License Agreement

=% Protected Calculator - License Configuration = | = =|
Prograrn  License Help  English

1 run left aut af 3

Site Code: AF44 D936 B1E8 BB18 2E

Walidate |
Site Few ||

CrypKey Instant Demonstration 2

[ Thiz iz the configurable meszage box. If thiz were your program, you
can easily put vour custom tailored message here. You can even put
wour oven hatlink to you Wb or email, like this:

Crypkey (Canada) Inc.

zalesi@orypkey .com

To demonzstrate the poweer of Crypley Instant, we have protected the
farniliat Calculstor program.

This iz =et ta give a 3 run trial automatically, but you can give customers
runs of time trialz of any size. Once the trial has expired, to continue LI

[ 37] Site Code
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4.2 Site Key
CrypKey Instant 2
( ) :
‘4.1 Site Code ’
, Site Code , Site Key
, Site Key ( )

, Site Code  Site Key

Site Key Site Key Generator :

Crypkey Instant Site Key Generator

C@ Crypkey Instant Help

[ﬂ Crypkey Instant

4 Example, exe (Protected Calculator)
% Feadmel!

- Sitekey Genergtor

Test CrypWrap Program
Test Options VB Program

&=
5
User Manual Doc
[ 38] Site Key Generator
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Site Key Generator

ot Crypkey Site Key Generatar 6,0 = el
CrypKey.
0 Izzue to: I [optional]
§) Verily Site Code Level: (5]
Site code; I I ﬂ
Product: I ' Uiz @
Paszword: I Check,
Hard diive zenal number: Sei ;
erial aumter infa...

9I‘ Easylicenze @ Duration
[ &dd to evisting licens= | ) Unlimited
[T Metvorkedlicense € Limnit by daps

|1 =
: : = | € Limit by uns =
Lizenze count; |'| =

‘ &) Generate | 2 I

[ 39] CrypKey Site Key Generator
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Site Code ,
Site Key . , example.exe Site Key [
37] Site Code  “AF4A D986 81E8 BB18 2E” CrypKey Site Key
Generator Site Code . ‘Check Password
‘KENONIC’
' Senerator 6,0 _II:IIEI
"CrypKey.
0 lssue to: I [optional]
@l—"luf'mify Site Code Level:
Site code; I.-'-‘-.Fam D986 31ER BR18 2E ID ﬂ
Options:
Froduct: |e:-:am|:nle.e:-:e ’ phons @
D m: -
Password: IKENDNIE Check [0z —
e 102
: : ; [ 04
1H532r?|:|9drlve sHil=l Ul Serial number info... L] 0%
] DE:
] o7
€I Eamylicense £} Duration Egg
[~ Addto esisting license | © Unlmit=d : R
.| Daps: 11 (o
[T Networked licenze : ; =1 T
Lizense count: |3 j € Limit by uns = g ]? LI
‘ a Generate | b I

[ 40] Crypkey site Key Generator
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CrypKey Site Key Generator

( 3 3 )

- Site Key , ‘Configure’

Option  Level
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, ‘Generate’ Site Key

Generatar 6,00 _II:IIEI

“CrypKey.
0 lssue to: I [optional]
@l—‘?’elify Site Code Level:

Site code; I.-'-‘-.def-‘-. D986 S1ESBB18 2E ID L_I
Options:
Product; |e:-:ample.e:-:e ’ i @
D m: ;
Passward: [KENONIC Check oz
5 : g 04
1HE.E|2r?l‘:|9dlwe serial number: Sernial number info... [] 0%
] D&
[] a7
@I‘ Easzylicense 9 Duration E gg

[~ Addto esisting license | € Unlmited B ] |

[T MNetworked license & Limit by days e — . 5112

Lizense count; |3 :II € Limit by uns = g ]? LI
‘ ) | Generate | p IEEI-’-’ID Be4E DOFT EDOC 503C B206 &5C

[ 41] Site Key
example.exe Site Code Site Key 26 /

. (294D B64B DDF7 EDOC 6D3C B206
5C)
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4.3
4.2 Site Key CrypKey
. Example.exe
example.exe , License Configuration
4.2 Site Key Site Key

rotected Calculator - License Configurs tion =10 =]
Programm  License Help English

1 rum left out of 3

Site Code: AF44 D926 31E2EBB12 2E

Site Fey: |294D BEAR DDFF EDOC BD3C B20E BC

CrypKev Instant Demonstration o

[ Thiz iz the configurakle message box. If this were your program, you
can easihy put your custom tailored message here. You can even put
wour owen hotlink to you Web or email, like this:

Crypkey [Canada) Inc.

salesi@Eorypkey .com

To demonstrate the power of Crypkey Instant, we have protected the
familiat Calculator program.

Thiz is =et to give a 3 run trial automatically, but vou can give customers
runs o time trials of any size. Once the trial has expired, 1o continue _LI

[ 42] Site Key
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Site Key , ‘Validate’

Congratulations! - X

Press QK to continue or Cancel if you want fo run your software later,

@ You are now licensed to run this software,

xli
[ 43]
, License Configuration
‘Display Site Code’ , Site Code
, 4.2 Site Key
, Example.exe ,

. (“ 3days left out of 3, 3licenses )

Protected Calculator

3 days left out of 3, 3 licenzes

Press the <Enter> key to configure your license.

[ 44]
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Windows
CrypKey Instant
3

Splash Screen

Example.exe

Site Key

=101 ]

Edit “iew Help
| 0
" Hex & Dec = Oct " Bin ¥ Deg " Rad " Grad
Cie  THw || Eackl CE | C
Sta F-E [ ] MC i 9 { | Mod| And
Ave dms| Exp| In MR 5 6 ol Or | Xor
Sum sin [ x| log M5 2 3 = Lsh| Mot
5 cos | =3 n! M+ +} . + = Int
Dat tan | "2 | 1fx FI B C D E F

[ 45] Example.exe
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4.4 License Configuration

License Configuration

o Program
- Close —
- Resume program execution —

o License
- Transfer to directory... -
- Transfer in from another computer —
- Transfer out to another computer —
- Kill License —

o Help —

o English —
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5. Site Key Generator

Site Key Generator CrypKey Instant
, Site Key Generator  CrypKey Instant

Site Key
Generator  Key :
: (Run) (Day)
Site Key Generator Site Key
5.1 Configure
Site Key Key

Site Code Site Key Generator
Site Key Generator

82
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=101 %

ot CrypKey Site Key Generator 6,0

CrypKey. F Sy
(1] lzzue to: I [optionall
@3 Verify Site Code Level; e
’7 Site u:u:u:lg:l ‘ I ﬂ
[ 46] CrypKey Site Key Generator
Configure
Configure : x|
~Applications Licenze Defaultz | I:Iptigngl Level I
[unnamed] :
ck demo.exe [ Eamlicense

[ Addto exizting license

shan. e [T Metworked licenze

License count: |3 ill

—Duration

£ Unlimited
Hename | Dapz:
% Limnit by days = |
= |3
Mew | [elete | =l

£ Limit by runs

Paszzword: |KENEINII:

[If supplied, it will be automatically entered far you
‘, £k x Bl when pou prezs the "Check" buttan. ]

[ 47] Site Key Generator  Configure
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Configure License Defaults, Option, Level
, Site Key
. Site Key
, Configure
‘New' , ‘New Application’
example.exe) ‘OK
‘Delete’ ‘Application’

Mew Application

Enter the file name of your application [e.0. "example. exe’’] and

(

, ‘Rename’

press OF.
1] 4 Cancel
[ 48]

‘D’ (
511
‘Configure’ ‘License Defaults’

( PC) :

‘Fixed'’ . ‘Password'

( 12 )

84
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‘Configure’

Option

Configure

‘KENONIC’

‘Options’

‘Number of Options’

‘Option names’

[check defaults)

2

fnpfications License Defaults  Options | Level I
ok demoexe
;r;gqii:xe Humber of options: I'IE—iII
prods. exe
ghin.ene )
Option names:
™ 02 Demo option 2
[~ 02 Dema option 2
[ 04: Dema option 4
Hename | [ 0% Demo option 5
F 0&: Demo option B
M [elet 07 Demo option 7
=" | i | [~ 08 Dema option 2
™ 0% Dema option 3
« OK X Cancel |Dema aption 1

Bename |

[ 49] Configure
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‘Configure’ ‘Level’ , ‘5.2
‘Number of Levels’ ‘Level names’ Default Level

Configure X

—Applications

License Defaults | Options  Level I

ok demoexe

E:-:aml:de_e:-:e Mumber of named levels: I? ﬂ

prod].exe

prodZ. exe Level names:

shuw. e . Demo level 0
1. Demolevel 1
2 Demo level 2
3 Demolevel 3
4 Demo level 4
8 Demolevel 5
G Demolevel &

Bename |

M | [elete |

Dezcription; IDeml:u lewel O

Walue: |EI Bename |

g/ oK x Cancel Default level: IE: Dema level & j

[ 50] Configure Level
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5.2 Level Option

, Level

CrypKey Instant Level Option .
28 Option

Option 32 bit ,
4 bit Level

- Levels
Level ,
/ /

- Level O : ( )

- Level 1: + ( )

- Level 2 : + + ( )
, Level

- Options
Option , Level
( On Off) . ,

Option On/Off 1

- Option 1( On) :
- Option 0( Off) :
, Option
( On)

Option

Level Option
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Level Option
Site Key Generator ‘Configure’
Level Option

Level Option ?

Site Code

Level Option ,
SiteKey Generator

SiteKey Generator Site Key Level
Option
Site Key CrypKey Instant

Level Option
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Level Option

, Level  Option
Level Option

Level Option . ,

Option 5 On
CrypKey Instant Level Option
CrypKey Instant ‘CrypKey’ , ‘'Pass Option and Level
Information’ ‘Options count
SiteKey Generator ‘Configure’ Level Option
"Level Option ’ Test
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5.3 CrypKey

CrypKey
(Module)

Sample01, Sample02... Sample05 5
30
, Filename Example.exe

. ( “Chapter 6. CrypKey Instant
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, CrypKey  ‘Select File’

E Crypkey Instant 6,0
File Configuration Help

Select files I Er_l,lpﬂe_l,ll Messagel Interface | Security Llpel Easperl

— File to Protect
|D:"~I:KI.31 ErAMPLE vzample01 EXE
Browsze. . |
— File ta Wwirite
D:ACEL 313 ork heampled] . EXE
Browse... |

™ Append runtime DLLs and AU TODIST" dirsctony to output file

I Include W dhivers
[ Tryta preserve offset of vendor-zpecific data

| ze Cypkley Stealth technology for 32-bit programs

[optional purchaze]

| | Beqin Pratectian... I

IEIEI: Protected Calculator j E zit

[ 51] CrypKey Instant

- File to Protect
: Sample01.exe

- File to Write
: Sample01.exe (File to Protect

91

Select Files




CrypKey Instant 6.x

CrypKey

& CrypKey Instant 6.0 ed .3

File Configuration Help

Select files  Crypkey |Message| Interface | Secunty Llpel Easperl

Filenarme: Ie:-:ample.e:-:e

— Program keys
bd azter key:
IFEEEEBD 2034670 2E9217C1 8D VBEARARE 4RECF45520F92CODTE - Paste |
Uzer key:
IDEIEEI 160 D1A2 4730 B103 Pazte |
Metwork: licenze check time: |15 3: rinUtes
¥ Pasz option and level infarmation Option caunt; IE 3:
¥ lliow modules to run based on options tdodule number; |1 3:

™ Funs-based licenses meter minutes [32-hit] fItEs QEr ri IEI 3:

IEIEI: Pratected Calculataor j Eit | | Begin Protectiar... I

[ 52] CrypKey Instant  CrypKey

- Filename
. Select files ( Example.exe)

- Program Keys
Master Key  User Key
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- Pass Option and Level Information
: Option . Option
Count 5.2 . Level Option

- Allow Modules to run based on Options

Option
Site
Key Generator
Module
Sample01.exe 1

Message, Interface, Security Type, Casper

, ‘Begin Protection”

21 x]

Statuz
’V Protection succezsful.

[ 53]
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Sample02.exe
SampleO1.exe

& CrypKey Instant 6.0 el |

File Configuration Help

Select files I Er_l,lpﬂe_l,ll Messagel Interface | Security Llpel Easperl

— File to Protect
|D:"~I:KI.31 ErAMPLE vzample02 EXE

Browsze. .

— File ta Wwirite
D:ACEL 313 ork heample02. EXE

Browse...

i

™ Append runtime DLLs and AU TODIST" dirsctony to output file
I Include W dhivers
[ Tryta preserve offset of vendor-zpecific data

| Qse_ Cypken Stealth technology for 32-bit programs
[optional purchaze]

IEIEI: Frotected Calculator j E st | | Eegin Protection.. I

[ 54] Sample02.exe

- File to Protect
: Sample02.exe

- File to Write
: Sample02.exe (File to Protect
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CrypKey

& CrypKey Instant 6.0 ed .3

File Configuration Help

Select files  Crypkey |Message| Interface | Secunty Llpel Easperl

Filenarme: Ie:-:ample.e:-:e

— Program keys
bd azter key:
IFEEEEBD 2034670 2E9217C1 8D VBEARARE 4RECF45520F92CODTE - Paste |
Uzer key:
IDEIEEI 160 D1A2 4730 B103 Pazte |
Metwork: licenze check time: |15 3: rinUtes
¥ Pasz option and level infarmation Option caunt; IE 3:
¥ Allow modules to run bazed on options tdodule number; IE‘I 3:

™ Funs-based licenses meter minutes [32-hit] fItEs QEr ri IEI 3:

IEIEI: Pratected Calculator j E xit | | Begin Protechion... I
[ 55] Sample02.exe CrypKey
- Filename

Sample01.exe
SampleO1.exe Sample02.exe

‘Filename’
Sample02.exe
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- Allow Modules to run based on Options
: Sample01.exe 2
‘Filename’ SampleO1.exe .2
Site Key Generator  Option

Message, Interface, Security Type, Casper

, “Begin protection..”

i

Statuz
’V Pratection successful,

[ 56] Protection Progress

Sample03.exe, Sample04.exe, Sample05.exe Sample02.exe
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Site Key Generator

, Site Key Generator
Applications

Filename ‘example.exe
, Number of Options ‘5’

‘Configure’

Configure

—Applications

| ck_demo.exe

License Defaults  Options | Lesel I

e Mumber of options: |5 i
prodz. exe
zampledl.exe
sl ewe Option names: [check defaultz]
01: Sampledl
™ 02 Sampled?
[T 0% Sample03

[~ 04: Samplend
Rename | FME_

=T | [elete |

" OK | X Cancel ISampIeDE Bename I

[ 57] Option
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Configure ‘Level’

Description

‘Module Test’

. Number of named Levels
CrypKey

Value ‘1

Configure

—Apphcations

| ck_derno.exe

prodl.exe
prod2. exe
zampledl.exe
zhow. exe

Hename |

Lizense Defaulks | Optione  Level |

MNumber of named levels: I‘I ill

Level names:

1: Module Test

=1 | [Ielete |
D escription: II'-.-1|:u:|uIe Test
Walle: |1 Bename |
" 0K X Cancel Default level: I'I: Module Test j
L 58] Level
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Crypkey (sample01)

T

=101 x|

Prograrn  License Help

Lizenze prezent but module not

Site Code: DASOOB1E 2CE0EEEC B1

Site Key: I

CrypKey Instant Demonstration i

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custom tailored message here. You can even put
wour oven hotlink to you Web or email, like this:

KWenonic Contrals Lid.

CcrypkeyiE@kenonic . com

To demonstrate the power of Crypley Instant, we have protected the
fatniliar Calculator program.

This iz et to give a 3 run trial automatically, but you can give customers

runz ot time trials of any size. Once the trial has expired, o continue _:I
[ 59] Site Code
Site Code ‘DA50 0B1B 2C80 EE5C 61’ , Site Key Generator
‘Site Code’
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Site Code , “Check”

. Level Oprions Configure

Gl

all i =10 x|
Crypiey.
0 lssue to: I [optional]
Ol—‘?’elif}l Site Code Level: @
Site code; [DASD 0B 1B 2080 EESC 61 el k|
Options:
Product: |e:-:ample.e:-ce ’ = O
[101: Sampledt
Passward: [KENONIC Check 102 Sampled2
= E 03 Samplel3
. : , 04:  Sample04
H:Jgeg'we zelink e Senal nurmber infa... [ 0% Sampleds
@I‘ Easylicense 9 Duration
W Add to esisting license | € Unlimited Ao
v Metworked license = Limit by days I—__I
Lizenze count: |3——| = Limit by uns =
ks ;I
‘ 6 Generate | p I

[ 60] Site Key Generator Option

Options CrypKey hstant
. Option v

100

Level

Module
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o't Crypkey Site Key Generator 6,0 o ] 4
CrypKey.
0 lzzue to: I [optional]
@l—‘lf'erify Site Code Level: @
Site codg; [DASD 0B 1B 2C80 EESC 61 [1: Module Test |
Options:
Product: |e:-:ample.e:-:e ’ B @
01: Samplel
Passward: IKENEINII: Check, [ 02 Sample0?
e
p : : [ 04 Sampled
H:Jgegrwe seilel BB Senial number infa... [ 05 Samplels
@I‘ Eazylicerse 9 Duration
¥ Add to evisting license | O Lnlmited Blaps:
v Metworked license &+ Limit by days |3—_—I
Lizenze count: |3 = € Limit by uns =
2 =
‘ ) | Generate | p ICE;&.JI 1185 0161 ABBC BCOR FO3E ED|
[ 61] Option Site Key

Sample01, Sample02
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5.4 SiteKey Generator

ok Crypkey Site Key Generator 6,0

. =101 ]
Crypiey.
0 lssue to: IE-IlﬁE H A [optional]
Ol—‘?’elif}l Site Code Level: @
Site code: [DAS0 0B 1B 2080 EESC 61 [1: Module Test =
Options:
Product: |e:-:ample.e:-ce w Fahe O
01: Sample
Passward: [KENONIC Check W 02 Sample02
= EDE: Sampled3
. : , 04 Samplel4
H:Jgeg'we serial number: Senal number info...
@I‘ Easylicense 9 Duration
W Add to esisting license | € Unlimited Ao
v Metworked license = Limit by days |3—_—I
Lizenze count: |3——I € Limit by guns =
o ;I
‘ ) | Generate | p ICEﬁvﬂr 1165 0161 9BEC BCOB FO3E EO

[ 62] CrypKey Site Key Generator 6.0

SiteKey Generator

- Issue to
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- Verfy Site Code

‘Site Code’ Site Code , ‘Check’
‘Product’ ‘Password’ ‘Configure’
( . example.exe) (
KENONIC) . ,
‘Configure’ ‘Configure’
- Duration
( ) :
, 32,768(2"16 ), 32,768
- License Count
‘Duration ( PC)
‘Networked License’ Concurrent
‘License Count’ , ( , )
Fixed ‘License Count’ . , ‘Add to Existing
License’ SiteKey Generator Site Key( ,
) ‘Duration’ ‘License
Count’ Site Key ,
- Level
‘Configure’ ,
Level
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- Options
‘Configure’
Option
- Generate
‘Generate’ 1) ~ 6)
‘Site Key’ .
‘Site Key’ (Emailing
(Exit)

- Hard drive Serial number

6.0

- Easy License
CrypKey Instant

- yourfilename.key
- yourfilename.rst
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5.5 Summary

SiteKey Generator ‘Summary’

License Generation Surnmary -10| x|
Dauble-click arn item far mare detailed infarmation. Select log file. . I
Product | D ate | Customer | Copiez | R estriction I Lewvel I
example. exe 2001-3-22 12:56:54 1 ADapz 0
example.exe 2001-3-22 13047 1 IDaps 0
example.exe 2001-9-22131:33 1 0 Runz ]
______ 2007-9-25 133547 1 1]
example. exe 2001-3-251336:25 1 IDapz 0
example.exe 2001-3-2513:37:10 1 IDaps 0
example.exe 2001-9-25 13584 1 3Days ]
example.exe 2001325133313 1 IDapz 0
example. exe 2001-3-25134217 1 ADapz 0
example.exe 2001-3-25 134323 1 IDaps 0
example.exe 2001-9-25 12638 1 3Days ]
example.exe 2001-3-2514:0:15 1 IDapz 0
example. exe 2001-3-25 17410 1 ADapz 1
example.exe 2001-3-25 17423 1 IDaps 1
[ 63] DB

SiteKey Generator
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, ‘Product’

Licenze Details |

Product:
Date izzued:
lssued bo:
Type:
Copies:
Lewvel:
Restriction:;
Site code:
Site key:

Drrive [rfo:

O ptians:

Double-Click

example. exe
2003-1-12 20:59:44

Man-netwarked [fixed]

3

1]

3 Days

BY4E 1049 BI5F CCE2 7R

[2E3 OC30 2867 BFFE ACBLC B4EE E4
Drive senal # iz 23441

[ 64] HDSN
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6. CrypKey Instant

CrypKey Instant , HDD “CKI. 3XX’
: CrypKey

, CrypKey Instant

‘CrypKey Instant’

CrypKey Instant Stealth Vb6

29 days left out of 30

Press the <Enter> key to configure your license.
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6.1 Select Files

& CrypKey Instant 6.0 2

File Configuration Help

Select files I Er_l,lpﬂe_l,ll Messagel Interface | Security Llpel Easperl

— File to Protect

Ie:-:ample"ul:alc.e:-:e

Browsze. .

examplehexample. exe

— File ta Wwirite

Browse...

™ Append runtime DLLs and AU TODIST" dirsctony to output file
I Include W dhivers
[ Tryta preserve offset of vendor-zpecific data

v i Ize Cypkley Stealth technology for 32-bit prngram&
[optional purchaze] :

IEIEI: Frotected Calculator j E st | | Eegin Protection.. I

[ 65] CrypKey Instant  Select Files

‘File to Protect’ Browse
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- File to Protect

CrypKey :
‘Browse’ o ( ,
C:\Program Files\Your Program\ Your Program.exe/dll).

- File to Write
File to Protect
. ‘Browse’ - (
, C:\\Program Files\. Your Program\ Your Program.exe/dlIl).

, ‘File to Protect’ ‘File to Wirte’

- Append Runtime DLLs and “AUTODIST” Directory to Output File

“Stealth “CrypKeyWrap’ ,
CrypKey Runtime X
. , Windows NT
‘Include NT Drivers’ NT
( ; )  CrypKey

Runtime DLL X , DLL
Runtime , / , Windows NT (

) Temporary Folder
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- Try To Preserve Offset Vendor-Specific Data

Protection

- Use CrypKey Stealth technology for 32 bit programs

(30 )

1) ‘File to Write’ ‘Example.ex€

2) ‘00:Protected Calculator
‘Configuration’ Protection
(Calc.exe)

, CrypKey ,
'03:(empty)’ ‘File to
Protect’, ‘File to Write’

, 00
CrypKey ,

3)
, ‘Append Runtime DLLs and AUTODIST Directory to Output File’
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6.2 CrypKey

& CrypKey Instant 6.0 2lx

File Configuration Help

Selectfiles  CropKey |Message| Interface | Security Llpel Easperl

Filename: Ie:-:ample.e:-:e

— Program keys
b azter key:
IFEI:EIEE!D 20 34ETED 2E921 7C1 8D VEEARABE 46ECF49520F2COD1E  Paste |
Uszer key:
IDEIEEI 2160 D1A2 A730 B103 Pazte |
Metwork: licenze check time; |15 3: minutes
[T Pasz option and level infarmation ptioh caumnt IE E:
[T Allow modules to run bazed on optionz flmdule fumben IEI Eﬁ

[ Bunz-based licenzes meter minutes [32-bit] fIrLtes Qe i IEI Eﬁ

IEIEI: Frotected Calculator j E st | | Eegin Protection.. I

[ 66] CrypKey Instant  CrypKey

- Filename
(XXXXXX.exe/dll
‘File to Write’
, ‘% CRYPKEY'( ,
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, CrypKey = COMMONFILES PROGRAMFILES
, , '%COMMONFILESY\MYDIR\ example.ex¢€
, PC ‘Program Files’ ‘Common Files’
‘MYDIR’ CrypKey
- Master Key User Key
- 00 : Protected Calculator’ ,
- 01 : (empty)’ , Master
Key User Key '00 : Protected Calculator
- Network License Check Time
Floating/Network , Client
- Pass Option and Level Information
‘5.2 Level Option ' Option Level

‘Option Count’” Option Level

- Runs -based licenses meter minutes (32 -bit)

.EXE ()
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- Allow Modules to Execute Based on Enabled Options
( ) /
/ .
No 3 , Site Key Generator
Option Number 3 , No.3
5.3
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Protect

1) CrypKey

2) Crypkey

1. 2)

- CrypKey

CrypKey

CrypKey Instant

L

‘Master Key'’

CrypKey Instant
‘LICENSE_PATH’

‘File Name’

PC

CD-ROM

, ‘DATA.LIC.’

Master Key

‘“%LICENSE_PATH%

114
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PC

PC ’

, ‘X:\Programs \My Program’
‘AUTOEXEC.BAT :

‘Set LICENSE_PATH = X:\Programs \ My Program\.data.lic’

Reboot
1) ‘File Name’ ‘example.exe ,
‘Select Files’ ‘File to Write’ ‘example.ex€e
‘File Name’ ‘example.exe
2) Stealth
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6.3 Message

& CrypKey Instant 6.0 2lx

File Configuration Help

Select filesl Cropkey Message |1nterface| Security Llpel Easperl

" Use default message:

<zize T4x<uxCrypk.ey Instant Demonzstrations AUz <size 3 ;]

[ Thiz iz the configurable meszage bow. IF thiz were pour program,
wou can <breazil< b put your cuztomn tailored message here.
"rou can even put pour own hotlink to vou web or email, like this:
<a http: S Awen crypkey. comz: Cypkey [Canada) Inc.< Aax

<a mailta: zalesi@cyplkey. comy zales@oplkey. com< /ax |

To demaongtrate the power of Crypk.ey Instant, we have protected =
the Familiar Calculator program.

Thiz iz =&t to give a 3 run trial automatically, but you can give
customers runz or time trials of any size. Once the trial has expired,
to cantinue kesting, you can reauthaorize this program 2 different LI

& Uselie Faormat code help... |
i~ Usze hitmap
00: Pratected Calculator j Eat | | Bt e

[ 67] CrypKey Instant  Message

CrypKey Instant
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- Use Default Message

1,024

<regular> : 8—point Arial
<b>, <\ b> On/Off

<i>, <\ P> On/Off

<u>, <\ u> On/Off

<font fontname> , <\ font>

<size fontsize>

<\ a>

<a webaddress>
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Email .
, <a mailto : support@hyubwoo.com> Mail us<\ a>

<font Times New Roman> <size 9> Regular text,
<b> bold text <\ b>, <i> italic text <\ i>,
<a http : //www.hyubwoo.com> link to Hyubwoo Info Tech’s web page <\ a>.

( )

Regular text, bold text, italic text, link to hyubwoo Info Tech’'s web page

- Use Text File

1024
‘cki_?.msg’( 2’
IA'I )
- Use Bitmap File
) 16 Bitmap
Bitmap ,
‘cki_?.bmp’
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6.4 Interface

& CrypKey Instant 6.0 2lx

File Configuration Help

Select filesl Er_l,lpﬂe_l,ll Meszage  Interface | Security Llpel Easperl

Fragram title: IF'rn:ntec:ted Calculakar
[ Dizable interface
¥ Require license agreement *

[ Dizable transfer commands
[ Dizable kill licenze command

£

" Dizable help menu

H

Language:
I-a: Englizh j

[Languages in [ 1" are not authaorized.
Addibional language authorization may be purchaszed from Cropkey. ]

* = Mot available for pratected DOS programs

00: Protected Caleulator j E st | | Eegin Protection.. I

[ 68] CrypKey Instant  Interface

‘Program Title’
On/Off

- Disable Interface

CrypKey Instant (

DLL )

119
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- Require License Agreement
Site Code ,

- Disable Transfer Commands
PC

- Disable Kill License Command
Kill License

- Disable Help Menu
Help

- Languages
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6.5 Security Type

& CrypKey Instant 6.0 2lx

File Configuration Help

Select filesl Er_l,lpﬂe_l,ll Messagel Interface  Securty Type | Easperl

[ Use Enciyption ‘rapper

¥ Enable encruption Etizniption fev: |34

[T Becurse subdiectones Autanm this file: I

¥ Enable Beady-To-Try

— Trial Restriction

* Limnit by ripz Murmber of runs: Fragram werzian;

€ Limit by days |3 3: 2 -

—RTT License Defaults

Lewvel: Cptions: License count;
o |o [1

IEIEI: Frotected Calculator j E st | | Eegin Protection..

[ 69] CrypKey Instnat ~ Security Type
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- Encryption Wrapper
CrypKey Instant

“3.1 Select Hles "

- Encryption Key : ‘0’ ~2"32’
)

Generator
Site Key(

IO,
— Rescure subdirectories :

— Autorun this file :

- Ready -To-Try

(CrypKey Instant
).

- Trial Restrition : (Runs)

- RTT License Default :
Option

122
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, ‘Level’
Email
(
)
/
(Days)
, ‘Level’
, ‘Options’
/

(
Site Key
, ‘Option’
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(  ON/OFF)
. , Option 1,
2 5
‘100171’ ( Option 1 Low-bit, Option 2
bit )
1X1+1X2+0X4+0X8+1X16 = 19 Option
Option 1~32 .
, Level Option Site

Key Generator

- Program Version :

32

1) “Ready -To-Try” PC

2) Site Key Generator
3, 3
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6.6 Casper

& CrypKey Instant 6.0 2lx

File Configuration Help

Select filesl Er_l,lpﬂe_l,ll Messagel 1nterface| Security Type  Casper |

Custom Fields. .. | Require... | I:urrenc_lg:IUS Dallars

BAutomatic purchaze LRL: Ihttp:a’a’casper.crypkey.u:-:umx’scripts

— Contact Infarmation

E -mail subject; IHegistratiDn Request

E-mail address: Icasper@crypkey.cnm

— Papment
[T Creditcard W Serialnumber  Taves.. | — Always ask for
¥ visa ¥ tasterCard. W AmericanErpres: persanal info
—I Cazper Product #1 j
Product code:  Dezcription: Price:
|1425 CrypKey Slot Machine {100
IEIEI: Frotected Calculator j E st | | Eegin Protection.. I
[ 70] CrypKey Instant CASPER
Casper
, CrypKey Instant . CrypKey Instant
Casper
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Casper CrypKey Instant, Casper Server

1)
Casper Server
2) Email
Casper Server Email
Email Email
3) Email
Email ,
Email
, Email
Casper

(Casper Credit Card)

, Serial Number
S/N  Casper Server

125



CrypKey Instant 6.x

Casper

Casper
, ‘Currency’

- “Email”

. “URL" “Email”

“Payment Type”  Casper Server

, ‘Enable Casper’

‘URL

Casper Server

, Casper ‘ '
‘Email’

) S/N . S/N
) S/N
Casper Wizard 16
Casper

Product Number/Code Product Description
1) Casper CrypKey Instant V5.1
2) Casper (32 bit Windows )

Casper DLL
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6.7 Configuration

CrypKey Instant 100 ( 00-99)

, Configuration
‘Interface’
Drop-Down List Configuration( ‘01’ ‘02’ ‘03" ...
o) , ‘Select File’ (3-1 ) — ‘Casper (3-6 )
‘Configuration’ ‘Save Configuration’

21x]
T R s
01: Cryptedrap Demonstration

02 Levelz & Options Sample

03 [empty]

04: [empty]

05: [ermpty]

(6: [empty]

07: [empty]

08 [ermpty] LI

e |

[ 71] CrypKey Instant

Configuration

, ‘Save Configuration’ Configuration Overwrite
? , ‘NO’ ‘Save Congifuration As’
Configuration Number
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6.8 Begin Protection

, ‘Begin Protection’
Protection

32-bit Windows program: Protection P rugrwa il s

Statuz
’V Pratection succeszsful,

[ 72] Protection Progress
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7.

CrypKey Instant

Floating)
NT PC
, PC
, PC
SiteKey Generator 4 Floating
4
. , 5
4
) 6 b 7
5

129
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7.1

CrypKey Instant

WindowsNT, Windows95/98 Novell

CrypKey Instant

Platform

DOS

CKSERVE.EXE

Windows 3.1, 95/98

WCKSERVE.EXE

NT NT Stealth
Novell CKSERVER.NLM
0S2 OS2 Driver
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7.2 DOS
CrypKey Instant ‘CKSERVE.EXE’
DOS TSR , Command Line CKSERVE

1 (Command Line) CKSERVE.EXE C:\NAPPL;C:\UTILNAPP2;E:NWIN\APP3;
2 (AUTOEXEC.BAT) SET CKSERVE = C:\APP1;C:\UTIL\APP2;E:\WIN\APP3;

Reboot
7.3 Windows 3.X Win95/98
CrypKey Instant ‘WCKSERVE.EXE’
Windows , Command Line

CKSERVE

1 (Command Line) WCKSERVE.EXE C:\NAPP1;C:\UTILNAPPW;E:\WIN\APP3;
2 (AUTOEXEC.BAT) SET CKSERVE = C:\APP1;C:\UTIL\APP2;E:\WIN\APP3;

Reboot
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7.4 Windows NT/2000/XP

NT , CrypKey Instant
‘SetupEx.EXE’ ‘CKS.EXE’ . , ‘SetupEx.EXE
/S C:\CRYPDEMO( )’(Silent Mode )
‘SetupEx.EXE C:\.CRYPDEMO'(Verbose Mode )

Reboot

Uninstall ‘Cki.xxx’
‘NNETDRIVENNTSTELTH’ HELP

Setupex.exe

- WINNT

NT

setupex.exe

setupex.exe , “Setupex.exe /D"
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7.4.1 InstallShield Script

, InstallShield

InstallShield , CrypKey

Script

Script , setupex.exe

/I after these files have been installed
LaunchAppAndWait (TARGETDIR * “SETUPEX.EXE”, *, WAIT);

File://Find out if we need reboot, get setupex.exe return code from .xco file

ret=OpenFileMode (FILE_MODE_NORMAL);
ret=OpenFile (nFileHandle, TARGETDIR, “setupex.xco”);
ret=GetLine (nFileHandle, svLine);

CloseFile (nFileHandle);

if StrCompare(svLine, “-17”)=0 then NTReboot=1;
endif;

file://at end of install...
if NTReboot=1 then

nDefOptions = SYS_BOOTMACHINE;

szTitle =

szMsg1 =

szMsg?2 ="

nResult = SdFinishReboot ( szTitle, szMsg1, nDefOptions, szMsg2, 0 );

133



CrypKey Instant 6.x

74.2

NT
setupex.xco
setupex.xco ‘0

NT

, CrypKey.ini

743

SetupEx.exe

SetupEx.exe
SetupEx.exe

, SetupEx.exe
SetupEx.exe

, setupex.xco

NTDRVR_INSTALL_ERR_NOT_NT
NTDRVR_INSTALL_ERR REMOTE_DRIVE
NTDRVR_INSTALL_ERR_CANNOT_COPY_FILE
NTDRVR_INSTALL_ERR_CANNOT RUN_CKSETUP
NTDRVR_INSTALL_ERR_CKS_EXE_MISSING
NTDRVR_INSTALL_ERR_CANNOT RUN_CKS EXE
NTDRVR_INSTALL_ERR_MISSING_FILE

134
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NTDRVR_INSTALL_ERR_REG_COULD NOT_OPEN_SERVICEMANAGER -8

NTDRVR_INSTALL_ERR REG_COULD NOT OPEN_SERVICE 9
NTDRVR_INSTALL_ERR_REG_COULD REGISTER DIRECTORY -10
NTDRVR_INSTALL_ERR_STARTSERVICE

_COULD_NOT_OPEN_SERVICEMANAGER 11
NTDRVR_INSTALL_ERR_STARTSERVICE

_COULD_NOT_OPEN_SERVICE 12
NTDRVR_INSTALL_ERR_STARTSERVICE

_COULD_NOT_START_SERVICE 13
NTDRVR_INSTALL_ERR_STOPSERVICE

_COULD_NOT_OPEN_SERVICEMANAGER 14

NTDRVR_INSTALL_ERR_STOPSERVICE_COULD NOT OPEN_SERVICE -15
NTDRVR_INSTALL_ERR_STOPSERVICE_COULD NOT_STOP_SERVICE -16
NTDRVR_INSTALL_ERR_REBOOT NEEDED 17
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Crypkey Instant SiteKey Generator
: CryKey Instant
/

136

PC

PC

8.1

8.2



CrypKey Instant 6.x

8.1
PC( ,
) ( PC
/ :
, /
License Configuration

License ‘Transfer to directory’

7z Protected Calculator - License Configurations 0] x|

Transfer to directory, .,

—_—

Transter in from another computer, ,,

cite  Transfer out to another computer,
Walidate I
Siv  Eill license
[ 73] License Transfer to directory
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‘Transfer To Directory ,

‘NEXT’

"Tranzfer Licenze to Directorny” allows vou to move a license
from this copy of the program to another copy on the zame
computer.

Before pou begin, a copy of this program zhould already exist in
the destination directon,.

I the nest step, wou will be azked to locate the destination
copy of the program. Press "MNest'! to continue.

Mext > Cancel

[

74] Transfer To Directory (Step 1 of 2)
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Select Destination Program ,

ation Program

(D |3 EXAMPLE B R = e

CALC EXE %] CKI3Z _D.0LL 1§ CKnetwk EXE README, TXT
[%] CASPER.DLL  [%] CKIS3Z_E.DLL CRP32001,MGM

CRIERMY,EXE  [2] CKI3Zj_F.OLL CRP351Ef.dIl

A CKI_F, MSG 2] CKI32_G,DLL CRYPI:, Il

=] cki32, GID »] CKIFZI_H.DLL  [=]example.ckn

CKIZZHLP %] CKI32i1.DLL EEXAMPLE.EXE

CKI3E. DL [»] CKI32j_J.DLL example,tb?

CKI3Z_B.DLL  [+] CKI3Z_K.DLL HDEM1, dll

CKIFZ_C.OLL ¥ CKLICENS.HLP [« PUB KEY

I [Allfles [~
27 3gSE 2R

Mg
(|

=

b

falid

[ 75] Select Destination Program
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, Transfer To Directory
(step 2 of 2) ,
‘Finish’ ,

Transter Tao Directar bep 2 of &) x|

Congratulations!

The licenze haz been successtully ransfened to the directany.
The deztination program iz now authorized ta rwn.

Prezs "Finizh' to continue.

[ 76] Transfer To Directory (step 2 of 2)

, ‘Step 1 of 2
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8.2

( , Target) /

Target /

License Configuration

=% Protected Calculator - License Configuration =10 x|
Brogram  License Help Enaglish

Program rniot authorized

Site Code:  Displap Site Cods... |

Site ke I

CrypKey Instant Demonstration st

[ Thiz iz the configurable message box. If this were your program, you
can easihy put your custom tailored message here. You can even put
wour owwen hotlink to you Web or email, like this:

Crypkey (Canada) Inc.

salesi@orypkey .com ]

Tao demaonstrate the power of Crypkey Instant, we have protected the
familiar Calculator program.

Thiz iz =&t to give a 3 run trial automatically, but vou can give customers
runs ot time trials of any size. Once the trial has expired, to continue LI

[ 7]
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, Target
, Target

License Configuration , License ‘Transfer in from another
computer’

=101 =}
Frogram | License Help  English
Tramster to directary,

Transfer in from another computer, I—

cite | lramster outio another computer,,,

Walidate
Sih Killllicense :I

CrypKey Instant Demonstration i—

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custom tailored message here. %ou can even put
wiour ovwen hotlink to you Web or email, like this:

Crypley (Canada) Inc.

zalesidorypkey .com )

To demonstrate the power of Crypley Instant, we have protected the
farniliar Calculator program.

This iz et to give a 3 run trial automatically, but you can give customers
runs ot time trials of any size. Once the trial has expired, o continue ;I

[ 78] Target License Configuration
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, ‘Transfer License
In (Step 1 of 3)’ . ,

Transfer In enables you to transfer a licenze to thiz program from
a licenzed copy on another computer.

For thiz process you will need 1 floppy dizk and accessz toa
lizenzed copy of thiz program on another computer.

[hzert a floppy digk inka your computer's A" dive and press
"Mext'" at the bottom of this dialog box.

[F o are wzing a drive other than diive 4", enter itz path here;

I.-'-‘-.:'\ Browsze. . |

Hext > Cancel |

[ 79] Transfer License In (Step 1 of 3)
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Maw the licenze needs to be copied ta the floppy digk:

1. Remove the floppy dizk and take it to the computer with
the licensed copy of thiz program.

2. Bunthe licenzed copy of thig program and zelect
"“Transfer Qut',

3. Bring the dizk back to thiz computer and press "MNest'

If there iz a significant delay between transfers [for example, pou
are moving a icense from your work. computer bo paur home
computer], vou can suspend the transfer process and continue

later ;

Continue Transfer Later |

Hext > Cancel |

[ 80] Transfer License In (Step 2 of 3)
Target ,
Target

, License Configuration
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License Configuration
License ‘Transfer out to another computer’

=101 x|

Frogram | License Help  English
Transfer to directory, ,,

Tiramsferin fromm anoiher computer,,,

L Transfer out to another computer,,,
Walidate
Sib

Eill license

CrypKey Instant Demonstration i

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custom tailored message here. You can even put
wour oven hotlink to youWeb or email, like this:

Crypley (Canada) Inc.

zalesidorypkey .com )

To demonstrate the power of Crypley Instant, we have protected the
farniliar Calculator program.

Thiz iz et to give a 3 run trial automatically, but vou can give customers
runz ot time trials of any size. Once the trial has expired, to continue ;I

[ 81] License Transfer out to another computer
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, ‘Next

Transfer Out ehables you ta transfer a licenze fram thiz program
to an unlicensed copy on another compriker.

To begin, run the unlicenzed copy on the remaote computer,
zelect "Transfer Licenze In'', and follow the instructions on the
Ew == g

YWhen pou are ready, insert the bransfer floppy digk into pou
computer's "A" dive and press Mest''

IF wou are wzing a drive other than drive "A'', enter itz path here:

Ak Browsze. .. |

Cancel |

82] Transfer License Out (Step 1 of 2)
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. ‘Finish’ Transfer License Out

Congratulations!
The licenze has been successtully transfered to the floppy

dizk. Mow take the floppy dizk back to the onginal computer
and complete the tranzfer.

Prezs "Finizh' to continue.

[ 83] Transfer License Out (Step 2 of 2)

147



CrypKey Instant 6.x

Target , Transfer License In

‘Next’

M ow the licenze needs to be copied ta the floppy digk:

1. Remove the floppy dizk and take it to the computer with
the licensed copy of thiz program.

2. Runthe licenzed copy of this program and zelect
"“Transfer Qut',

3. Bring the dizk back to this computer and press 'MNest".

IF there 1z a significant delay between tranzfers [for example, you
are moving a license from pour work, computer to your home
computer], you can suzpend the transfer process and continue
later :

Continue Transfer Later |

Cancel |

[ 84] Transfer License In (Step 2 of 3)
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Transfer License In ,

Conagratulatianz!

The licenze haz been successfully tranzfered.

Prezz "Finizh'' to continue.

[ 85] Transfer License In (Step 3 of 3)
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8.3 SiteKey Generator

SiteKey Generator ‘License’

@ Site Key Generator not authorized,
Unly limited example licenses may be granted.

Electronic purchase wizard...

Site Code: D05 3615 B5FE 7946 CC

Site Kew: Yalidate

For Site Key Generator authorization, contact us at;

Kenonic Controls Ltd.
(403) 258-6200

For more infarmation see ourwehb site at wwwy, chyplkes: corm
ar e-mail ug at info@crypley.com.

‘Transfer License:

i e e L] e e e = Inta computer...

Close

‘To Directory’ 8.1
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1) Target SiteKey Generator
2) Target FDD ‘License’ ‘Into
Computer . . ,
Source FDD
3) Source ‘License’ ‘Out of Computer
, Source
SiteKey Generator 1’
4) Source Target , Target ‘Into Computer

SiteKey Generator  Target

1) SiteKey Generator
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9.

9.1

CrypKey Instant

CrypKey

PC

Email

PC

Email
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CrypKey

E mail

( : . Email

Follow-Up )

CrypKey Instant
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9.2 CrypKey

9.3

9.4

HDD

, Product1
Crypkey

9.5
HDD

9.6 Clock

9.7 CD-ROM
CD-ROM

Clock

?
HDSN
2
Overwriting
?
( , XXXX.exe)
Windows ?
Windows
?
x Clock
, CrypKey
Reboot
?
CD-ROM

154

HDSN



CrypKey Instant 6.x

9.8 ?
CrypKey , Crypkey Instant
‘Opeions’ 32
, ( )
N
‘InitCrypKey() Call )

, Master Key  User Key

9.9 Disk Compression ?

CrypKey Speed Disk, Norton Utilities Speed Disk ,
Norton Utilities CrypKey
“10.2 Norton Utilities Speed
Disk ?

9.10 Third-party ?
. Crypkey

9.11 Internet ?

, CrypKey Instant
, Internet

9.12 32-Bit Access ?
, . CrypKey 3.3 32-Bit
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9.13
Windows OS

9.14 InstallShield
Crypkey InstallShield
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10.

10.1 CrypKey License Service

CrypKey Instant Error Message

CrypKey License Service

Error

There waz a problem zending licensing information over paur
riebwiork.

Cause
Y'our netwark, has been dizconnected.

Suggestion

Ty running this program again later ar talk to wour system administrator
about the problem.

[ 86] Network Disconnect Message

.ckn
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INITIALIZATION FAILURE
NETWORK: NETWORK DRIVER APPEARS NOT TO BE SERVING IN
DIRECTORY(-102)

CrypKey Crypkey
. CrypKey
CrypKey ,
Windows NT
setupex.exe CrypKey
10.1.1

Crypkey
support@crypkey.com

- Crypkey Account Number

/
CrypKey
- CrypKey
- .ckn
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10.1.2

1) Windows NT

Windows NT .
WnNT WInNT \ System32 ‘Error.log’  ‘Errord.log’
2) NetWare
) ‘CKSERVE is not serving this directory
- ‘CKSERVER.NLM
- ‘Autoexec.ncf ‘CKSERVER.NLM'
) NLM
, ‘Novell clib.nim’
, ‘Undefined Symbol : °’
- ‘Novell patch libup5.exe’ Patch
- ‘diredtfs.nIm’
‘clin.nlms’ Shot down
Restart
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10.2 Norton Utilities Speed Disk

HDD X Speed Disk
ENT, .RST, Key 418

( )

1) Speed Disk File / Options / Customize / Unmovable File
2) .ent, .rst, .key .
3) File / Options / Optimization / Save Profile
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Crypkey ?

CrypKey Copy —Protection Software License Control S/W Tool-
Kit , IBM, Motorola, Panasonic, Kodak, Minolta, GE, SEGA, Hewlett
Packard, Sybase, Caterpilla 7,000 Site S/W

Microsoft MSDN(Microsoft Developer Network)

- Hardware Key Disk Key , , ,
PC H/W
: 30 ,
- Internet CD-ROM
- 30

- DOS, DOS 32 Bit, Win 3.X, Win32, Win95, Win98, WIinNT, OS/2, Novell &
Microsoft Network
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CrypKey
- 30
- CrypKey  Network (
Clients )
- Network
- Network
- S/W

Network License

- Network License

- Network License(

S/W Licensing

CrypKey

S/W  Server Network

PC

S/W
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Win9x

Win ME

Win NT

Win 2000

Win XP

NOVELL

Cki32h.dll

5

5

Cryp95e.dIl

Crp9516e.dll

Ck16rmv.exe

Wckserve.exe

O:|O:|O:|O:|O:

O OO OO

Setupex.exe

cks.exe

Ckserver.nlm

Cki32h_7?.dll

Cki_?.msg

Cki_?bmp

Cklicens.hlp

Splash.int

Ck1672.dll

Ck16h_?.dll

Cknetwk.exe

Hdsn1.dll

Crp32001.ngn

O:|@ | [w

O:|@ |@ | [w

O:|@ |@ | [w

O:|@ | [w

O:W)W)W)WJ

O:|@ |@ | [w

§ : 16-Bit
O : 32-Bit

16-Bit  32-Bit

XP Home Edition/Pro
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Q&A

1) CrypKey ?

Hardware Key ,
30 ) Demo Version

Pre-Sales Promotion ,

(G
Hardware Copy -Program
CrypKey
Hardware Key Disk Key
, , H/W Key )
CrypKey

Server ( ,

: )
H/W Key
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CrypKey Microsoft, Sega, Sybase S/W Vendor
. Hardware Key Disk Key
. , CAD S/W Vendor
U$50,000 CrypKey
7,000 Site S/W

2) Network CrypKey ?

CrypKey Server Protected Program(
Network Client
, Client
3) PC Protected Program
Floppy Disk Transfer Network Direct Transfer
PC PC
PC
4) PC
CrypKey Hardware

Protected Program
Ramdom Coding Marker
( PC
Site Key ) PC
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5) CrypKey
Protected Program

CrypKey

Password

6)

Vendor CrypKey
(License ) ?

License Kill Site Key

)
, 30
60

8)
CrypKey

9) CrypKey
CrypKey

Protected Program

, H/W
Drive

Demo Version

?
, , Site Code/Key,

?

Hard Drive Serial Number
, ‘Unique State Dependence’ ) ,
Hard Drive
Hard Drive .
Hard
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10) CrypKey Hacker ?

CrypKey Instant
CrypKey Instant

- Random Encryption :
Protected Program

‘CrypKey’
Hacker CrypKey
CrypKey Protected Program

- Math Challenge :

CrypKey Security Function Binary Code ‘0 Error
Number Return , ‘Complex Randomized Calculation’
Return Hacker Calculation

- Encryption and Cyclic Redundancy Checks(CRC) :
CRC

CrypKey SDK
Software Developer Kit(SDK) API
Instant
‘AntiHacking Techniques’
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11) CrypKey SDK  CrypKey INSTANT

CrypKey INSTANT

- 30 Recompile
. ‘EXE’
Protected EXE/DLL

CrypKey Library Call
Source Code Access

10

CrypKey SDK
CrypKey DLL

‘EXE’ Protection

‘DLL’

Write

CrypKey Instant

—~ 15
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12) Protected Program
PC ( , Hard-Drive , Windows )
Site Key :
Windows
(Hard-Drive
, ) Site Key Site
13) CrypKey Protection US Export Restrictions ?
US Resctrictions Data Encoding Level
CrypWrap
14) CrypKey UpGrade

Old Ver. New Ver.

15) CrypKey Mac UNIX
UNIX Mac Simulated Windows

16)

CASPER

169

CrypKey

Site Code

/Site Key



CrypKey Instant 6.x

17) Distributor Authorizing License ?
CrypKey SDK INSTANT ,
OEM Site / Distributor , 1,000 copy
‘Distributor Authorizing Licens€e , 1,000 Copy
License 1 Copy Site 1,000
Site
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B

1. CrypKey Instant

CrypKey Instant Ver. 5.7 Ver. 6.x

Hard Drive Serial Number (HDSN)

HDSN
- HDSN
1. Hard Drive Serial Number
2. “Volume serial number” HDSN
3. Ghost Hard Driver ,
HDSN

Easy License

- RTT(Ready to Try)

1 ( Copy )
Key Encryption
Encryption Key Size Master Key  “Dynamic Multiple
encryption Key”
- Ver. 5.x 16 -Bit , Ver. 6.x 32-Bit
- Master Key
Ver. 5.X Master Key
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2A5D 57C4 1B4C 135B 457A FA3A 0D71 F275 C36A 44D1 341C

Ver. 6.x Master Key

Anti-Hacking
Stealth

F2C938D2D34678D2E9217C18D78EAGA8E466CF49520F92CDD1B6916BD
460D60E7C7B4CC7CC1750BD7188F90AC132B915E82FC8FAG0A1D299DA
0F28EA3C66BD42DB0OBE62149DAAEE4DBA55COE70CE1C13BD343F8B75
73ABC1E7DA0695955AB2BD377F50A9BE29A04CF816B30CD171E1509AD
65100C999E52A35F45A215212A970

, Stealth
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Crypkey Instant ver. 5.6

Ver. 5.7

CrypKey Protection

10000

- CrypKey

- RRT
- 20GB

- Novell

100

(WAN

127
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CrypKey Instant Ver. 5.3 5.6
.EXE CrypKey
.EXE CrypKey DLL NT
CrypKey CrypKey Stealth
- Windows ME

- (.EXE) ‘Stealthing’

‘Patching’

, Patch
, Stealth Patch

- Input, Output

Stealth
.EXE

174
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CD Copy

CD Copy
CD Copy
CrypKey 5.6 .CKN
.CKN ,
- VB COM DLL
FoxPro
DOS
‘-100’
- SKW EasyKicense .
- Windows ME  Win2000 CD Protection
- Windows ME WCKSERVE.EXE
CASPER.DLL .
Extra Security(Hacker Key Generator)
Cki32g ckil6g cki32h  ckil6h
Non-Code
Stealth

“Run Maximized”
Config Dialog Splash Screen ,
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Clock Tampering
CrypKey lib .
NT Driver Extraction Timeout

NT
‘Ready -to -try’ .(Network
)
DLL , DLL ,
‘Lock’
200 RTT
CrypWrap
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CrypKey Instant Ver. 5.0 Ver. 5.3
CrypKey File .
CrypKey ,
NT
/
Update
CrypKey ;
- CrypKey (
DLL ) / ,
CrypKey
- NT
- NT , NT
, Common File Directory Subdirectory
- CD-ROM HDD
Write , CD-ROM
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CrypWarp
CrypWarp
Instant
(
- Web Update
CD Key Protection (
CrypKey

- CrypKey

, Site Key )
)
, CD
, CrypKey

178

CD Key

CrypKey

CD

CD ,
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- CrypKey

CD

CD

, HDD Reformating/ ),
PC

, CrypKey
CD
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(

CD
CrypKey

, Windows

PC
Transfer
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CrypKey Instant Ver. 4.3 Ver. 5.0

‘EXE’ ‘DLL’ Protection
, CrypKey Instant  ‘Interface’

‘Option’ , DLL

( , On/Off) ) ,

‘CrypWrap'’

‘CrypWrap’ , CrypKey Instant

‘Encryption Wra pper’
1 (

‘CrypKey STEALTH'
( Reverse Engineering) )
'10

32 Bit SiteKey Generator
( : : )

Configuration “INP

‘CASPER’

: (
, CrypKey Instant/SDK
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2. CrypKey SDK

CrypKey SDK Ver. 5.7 Ver 6.x
Hard Drive Serial Number (HDSN)
HDSN
- HDSN
1. Hard Drive Serial Number
2. “Volume serial number” HDSN
3. Ghost Hard Driver
HDSN

Easy License

- RTT(Ready to Try)

1 ( Copy
Key Encryption
Encryption Key Size Master Key
encryption Key”
- Ver. 5.x 16 -Bit , Ver. 6.x
- Master Key
Ver. 5.x Master Key

“Dynamic Multiple

2A5D 57C4 1B4C 135B 457A FA3A 0D71 F275 C36A 44D1 341C

Ver. 6.x Master Key

F2C938D2D34678D2E9217C18D78EAGA8E466CF49520F92CDD1B6916BD
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460D60E7C7B4CC7CC1750BD7188F90AC132B915E82FC8FAG0A1D299DA
0F28EA3C66BD42DB0OBE62149DAAEE4DBAS5COE70CE1C13BD343F8B75
73ABC1E7DA0695955AB2BD377F50A9BE29A04CF816B30CD171E1509AD
65100C999E52A35F45A215212A970

Anti-Hacking
Stealth , Stealth
XP SDK
- XP ,
—100
- Nevell -101
- Cryp32.dil.dll Snapshot
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CrypKey SDK Ver. 5.6 Ver.5.7

NTStealth NT

- CrypKey
- ( ’ )
- NT driver
SETUPEX.EXE & CKS.EXE
- Win9Xx

WCKSERVE.EXE

- Stealth , .EXE CrypKey

Extra Check
- Novell
- Lerypky7.lib
- crp32dil.dll
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CrypKey SDK Ver. 5.5 Ver. 5.6

DLL CRC
Errorcode
- CRC
- Crypkey.h InitCrypKey()

- DLL
CrypKey (.ckn)
CrypKey
CrypKey
- AcquireLicense()
CrypKey

(DirectTransfer()

- CrypKey
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- FloatingLicenseSnapshot()
Network

CrypKey CrypKey Stealth
- Windows ME

- (.EXE) ‘Stealthing’

‘Patching’

, Patch
, Stealth Patch

- Input, Output

, Stealth
1) User Interface Stealth(Stelthui.exe)
Input  Output
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2) Command Line Stealth(Stelthcm.exe)
Stealth
Stealth

Output Commandline Parameter

- Disk Size 500MB
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CrypKey SDK Ver. 5.2 Ver. 5.5

- Windows ME .
SiteKeys Extra Security
CRP32DLL.DLL .
‘~-14 CRP32DLL.DLL’

InitCrypKey() ErrorCode
- 32 Bit CKChallange32() .
- ‘Ready to Try’ Windows 98 20’
NT ‘Clock Setback Check’
‘-21(false)’

- CRYPSERV.EXE
SETUP_CK.DLL
NT

Extra CRC Security
Password

- NT NT
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CrypKey SDK Ver. 5.0 Ver. 5.2
VC VB CrypKey COM Object COM-Object
NT

Transfer

- NT Cold Reboot
- SKW DAL (Distributor Authorizing License)

- SKW Level
- Novell NLM
- Stealth : , ,
EXE DLL Hacking
(SiteKey Generator, 32 Bit DLL, CRP 32 DLL
)
- Thunk DLL CRC
- 16 Bit Thunk DLL : Random Named File
- Thunk DLL
DLL
NT : /
RTT
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CrypKey
, Thunk DLL
DLL ,
Restriction Fiie CRC
NT
- NT ,
400%
NT
Detection’
- NT Setup Uninstall

- SiteKey Generator

- INI

- CrypKey

- 16/32 Bit, C, Visual Basic, Access, Delphi

189
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CrypKey SDK 5.2

- Microsoft C++ 6.0, 6.0 8.0

- Microsoft Visual C++ 1.5, 2.X, 4.X, 5.X 6.X
- Borland C++ 4.X

- Borland C/C++ 3.X

- MS-DOS External Linking , 16 32 Bit Windows DLL

- Microsoft Visual Basic, Microsoft FoxPro, Microsoft Access, CA Clipper,
Borland Delphi, Borland Visual dBASE, Borland Paradox Powersoft
PowerBuilder

- 16/32 Bit, C, Visual Basic, Access, Delphi
Sample Code
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C

( ] )
( ] L
Lo () ) -
( , , ) ‘License Agreement’
2. Y7 C o ‘Authorization( Kenonic Control
Software Licensing ) ,
3. , ‘' ‘Authorization’
( !‘ ' ] ) )
)l t 1] 1 1] ki 13 1
2 ] LI 1
200
()
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