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1.

CrypKey Instant

CrypKey Instant

11
CrypKey Instant
CrypKey Instant

Rewrite
CrypKey SDK

CrypKey Instant

CrypKey

DLL

CrypKey Instant

CrypKey

CrypKey Instant

(SDK)

Call



CrypKey Instant

, Email

1.2 CrypKey Instant ?

CrypKey Instant
, CrypKey Instant

- User Key : D050 815C D1A2 A79D B103
- Master Key : 2A5D 57C4 1B4C 135B FO9E 17F7 600B 2D70 79E8 F275 C36A

30



CrypKey Instant

CrypKey CrypKey Instant
4 -
( ) -
(CrypKey Instant ) : CrypKey Instant
1.3
CrypKey Instant , Windows
1.4

CrypKey Instant

. 386( ) , 8MB RAM  HDD 1MB
. VGA

- Windows 95/98/2000/XP Windows NT



1.5

()

Email(support@hyubwoo.com)

CrypKey
.CKN

1.6 Ready-To-Try

CrypKey Instant Ready-To-Try
PC :

- 10 -



1.7
Ready-To-Try

(Ready-To-Try CrypKey Instant
),

CrypKey Instant

, CrypKey
CrypKey Instant Uninstall
Ready-To-Try
( )
30 : CrypKey Instant
PC
, 30
. , PC
CrypKey Instant ) PC
PC ( Password
)

- 11 -



2.

CrypKey Instant 30
( , Master Key, User Key ) . CrypKey Instant
, 3
Protection , , , ,
2.1
4~6 Email, Fax
1) ( : CrypKey Instant V5.X.XXX, Unlimited)
2) Customer Service Number( CSN
)
3) File ( 8.3 / . PROGRAM.EXE,
‘3.2 CrypKey ’ (%) )
4) ( )
Password( 12 )
5) SiteKey Generator Site Code : ° " ‘CrypKey Instant
VX X XXX ‘SiteKey Generator’  Double Click

SiteKey Generator

~192 -



1)

€3 Verify Site Code

(3]

&= Summary...

=l
‘ X Exit

.F-‘!umctiijl |

Passpiid: |

Check

4)

r Add !.E:-;é:;if-'”I'IQ.HFLI::I'ISE
[ Netwotedlisenss

ASeenes ennt I'I ﬂ

—Hutation
L pfimited

Lt b dais I'_ :||

l.F" (e O

Level:

{optone)

B phions:

@ L&

& .Eenerjég!'el » |

- 13 -




‘License’ ‘License’

£

@Q} Site Key Generator not acthoized.
- Only mited example icenses may be granted

Electionio pw&hasz:wfaarﬂ_
Site Cade D407 D4F4 6534 D050 DB
Site Kaw | Yalidate

Faor Site.F.ey Generator authorization, contact us at;

Kenonic Controls Ltd.
[403] 258-6200

Far mare infarmation see our web site at v, cropley com

or e-rriail us-at infolEcryplkey. com.

Transter License:

0 dirtEton, {0 0 et e lH‘b:l l::l:::imlzll.:!_t‘ﬁ_r::‘
Close
‘Site Code’ . ,
Site Code Site Key ‘Site Key’

- 14 —



6) CrypKey Instant Site Code :
‘ " 'CrypKey Instant VX.X.XXX'
Click ,
Configuration’ ,

‘Enter’ ‘License Configuration’

™ Protected Calcutator - License Configuration

Program License Help

‘CrypKey Instant’

‘E Pragram riot authorized

Tite Code: Ijispla_l.s Site Code. |

Walidate:

-Site-k—iey: I

CrypKey Instant Demonstration

vour oven hotlink o youWeb or email, like this:
Fenonic Contrals Lid.
crypkeyikenanic. com

fatniliar Calculator program,

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custom tailored message here, You can even put
To demonstrate the poweer of Cryphley Instant, we have protected the

Thizs-iz et to give a 3 runtrial automatically , but vou can give customers
rums o time trials of any size. Once the trial has expired, to continue _‘J

=

- 15 —

Double
‘License



‘Display Site Code’

£ Uigw License bgisement | ves | e |

‘Site Code’ ‘View Agreement’ ‘Yes’

Pragram License Help

=] =

E Pragram fiok autharized

Site Code: D254 1000 2058 E23E 4B
Validate |

-Sife-t\ie_lrl: |

CrypKey Instant Demonstration

[ Thizizthe configurable mezsage box. If thiz were your program, you
can easily put your custom tailored message here, You can even put
your owen hotlink to you Web or email, like this:

Kenonic Contrals Lid.

crypkeyi@kenonic. com

To demonstrate the poveer of Crypley Instant, we have protected the
faniliar Calculator program,

Thiz iz 2et to give a 3 run trial automatically, but vou can give customers
runz or time trials of any size. Once the trial has expired, to continue

=

.

~_16 -




‘Site code’

, Site Code Site Key
‘Site Key’
2.2
2.1 4 ~ 6 2 ~ 4
Email Fax
Master Key

- Password User Key

- SiteKey Generator  Site Code Site Key

- CrypKey Instant  Site Code Site Key

~17 -



2.3

2.2 4 , Master Key User Key
CrypKey Instant  ‘CrypKey’ ( )
(3.2 CrypKey ' )

SiteKey Generator Site Key SiteKey Generator ‘License’
‘Validate’ (‘2.1 5 )

CrypKey Instant Site Key CrypKey Instant ‘License Configuration’

‘Validate’ (2.1 6
)

1) CrypKey Instant ,

( )
2) , CrypKey Instant
( , ) PC
3) B ‘ 1 ,
30
CrypKey : ) ,
CrypKey

18 -



4) , SiteKey Generator  Site
Code CrypKey Instant Site Code
.(  Code 18

)
5) CrypKey Instant - ,
( , ) ‘SiteKey
Generator’ ( ‘CrypKey Instant’) PC

( , SiteKey Generator/CrypKey Instant

PC ) ( , Instant
1 PC, SiteKey Generator 3 PC 2)
6) CrypKey Instant Limited(Unlimited ) ,
7) CrypKey Instant Limited Unlimited 50%
., (Unlimited — Limited
) < ( X ) X 0.01
( , Unlimited - Limited )
Unlimited Version UpGrade . , Limited
‘SiteKey Generator’ Site

- 19 -



3. CrypKey Instant Protection

CrypKey Instant , HDD(
“C") " CKI.2XX" CrypKey
Windows
‘CrypKey Instant VX.X. XXX’ . ‘CrypKey
Instant’ Protection , 'Site

Key Generator  ‘CrypKey Instant’

¢ )
‘CrypKey Instant’  Double Click

,'3.1 ‘3.9

~_20 -



3.1 Select Files

(5 Cripkey Instant 5,7 7 EI

File Configuration Help

Select files | Cypken | O ey | Messags | Interface | Secuiy Tupe | Caspe |

~ File to Protect

ie:-:ample"ulialc.e:-:e

—File to Yrte

ie:-:ample'\e:-’cample. exe

Browse... |

[T sppend ntims DLLs and "AUTODIST" directon to output file
| anludemediivae
I Twta presende offzet of Yendor specifi}: data

v Lize Cropkiey Stealth teu:hnu:ulu:ug_lp fior 32-hit :pru:ugramﬁ
[optional purchase) _

IEIEI: Protected Calculator j Exit | | Begin Protection...

‘File to Protect’ Browse Protection

- File to Protect

CrypKey .
‘Browse’ - ( , C:\\Program
Files\.Your Program\.Your Program.exe/dlIl).

Y



- File to Write
File to Protect
. ‘Browse’ . (
, C:\\Program Files\\Your Program\\Your Program.exe/dll).

, 'File to Protect’ ‘File to Wirte’

- Append Runtime DLLs and “AUTODIST” Directory to Output File

“Stealth “CrypKeyWrap’ ( ‘3.6
Security Type’ ),
CrypKey Runtime (‘4 ’ )
Windows NT ‘Include NT Drivers’
NT
( , ) CrypKey
Runtime DLL ) , DLL
. , Runtime
, / , Windows NT ( )

Temporary Folder
- Try To Preserve Offset Vendor-Specific Data

Protection

_ 929 _



- Use CrypKey Stealth technology for 32 bit programs

(30
)
. CrypKey STEALTH
'10 CrypKey STEALTH’

1) ‘File to Write’ ‘Example.exe’
2) ‘00:Protected Calculator’

‘Configuration’ Protection

(Calc.exe)
, Protection ,
'01:(empty)’

‘File to Protect’, ‘File to Wirte’

, 00
‘Site Key Generator’

3)
, ‘Append Runtime DLLs and AUTODIST Directory to Output File’

_ 923 _



3.2 CrypKey

7 2 x|

& Crypkey Instant 5,
File Configuration Help

Selectfies CivpKey | OO Key | Messags | Intettace | Secury Typs | Caspe |

Fileriame: Ie:-:ample. exe

~Program keys
bazter keyw:
|2.-'-‘-.5D B7C4 1B4C 135E FO9E 17F7 BOOE 2070 79ES F278 C3R4

LUzerkey:
|-D|:|5|:| S1RC D42 A7I0 B10d

Metwark license check time: I'I ] 5: rriftes

I™ Pass optior and level irformation Hptiocoumt |F‘ 31
™ Allow modulesto mn based on options M el rumben |[I 3:

I Runs-based licensss rr}ate._r.mi'nuta&[ﬂi-hi}]' e imiites mer |'.=| 3:

IEIEI: Frotected Calculator j Exit | | Eegin Protaction. ..

- Filename
(XXXXXX.exe/dll )

‘File to Wirte’
‘% CRYPKEY'( ,

24 _



, Crypkey COMMONFILES PROGRAMFILES

, , ‘%COMMONFILES%\MYDIR\example.exe’

, PC ‘Program Files’
Files’ ‘MYDIR’ CrypKey

- Master Key  User Key
- 00 : Protected Calculator’ ,

- 01 : (empty)’
Master Key  User Key 00 : Protected Calculator’

- Network License Check Time
Floating/Network , Client

- Pass Option and Level Information
‘5.2 Level Option ' Option  Level
‘Option Count” Option Level

- Runs-based licenses meter minutes (32-bit)
5.7 ,

()

_ 95 _

‘Common

.EXE



- Allow Modules to Execute Based on Enabled Options
( )
/ .
No 3 , SiteKey Generator(5
Option Number 3 , No.3
5.3

_ 26 —



Protect

1) PC
2) CD-ROM

1), 2)

CrypKey
, 'DATA.LIC.

CrypKey Instant

. , Master Key
, ‘Master Key’

CrypKey Instant .
‘LICENSE_PATH’

‘File Name’
‘%’ ‘%LICENSE_PATH’

_ 27 —



PC

PC :

, ‘“X:\Programs\My Program’

‘AUTOEXEC.BAT’ :

‘Set LICENSE_PATH = X:\\Programs\My Program\data.lic’

‘example.exe’

Reboot
1) ‘File Name’ ‘example.exe’
‘Select Files’ ‘File to Write’
‘File Name’ ‘example.exe’
2) Stealth

_ 928 _



3.3 CD Key

CrypKey CD Key
, CD Key

_ 929 _



- CrypKey
- CD Key

. CD Key , CrypKey

- CrypKey CD Key

, CrypKey CD CD
CrypKey

CD
CrypKey

( , Windows
HDD  Reformating/ ),

PC PC
CrypKey Transfer CD

- 30 -



3.4 Message

ey Instant 5 2| x|

Ele anﬂguraﬂnn ]‘_|E!1|2I

Select fi|53$-l El}lﬁ]ﬁe_yl CO key MESSEQE"llnEa[ameI Secunty L!li'ﬁl E_aqﬁ_a:_l

o {Jae detaui mﬁssage;.?_

<aize 14 <z Cropkey | nstant D emonstrations Aoz < size B :l

[ Thig iz the: configurable mezsage box. [f-this were your program,
oy can-<breasiv b put pour custom tallored message here,
“ou can even pub pour awn hatlink to pou Web ar-email, ke this:
<a http: £Awn kenonic. com; Kenanic Controlz L/ &

<a maito: crppkeyi@k enoric. com: crypkep@ikenonic.coms Aaz |

To demariztrate the power of Cropkiey Instant, we hawve protected —
the Familiar Caleulatar program.

Thiz iz set to give a3 run tial autoriatically, bub pau can give
cugtomers ring ar time trials of any zize. Once the bial has expired,
to confinue kesting, you can reauthorize this program 2 different ll

o+ U=afie Farmat code help, . |
[ Use bitmap
IEIEI: Frotected Calculator ll Exit | | Beqin Protection...

CrypKey Instant

- 31 -



- Use Default Message

1,024

<regular> : 8-point Arial
<b>, <\ b> On/Off

<i>, <\ i> On/Off

<u>, <\ u> On/Off

<font fontname> , <\ font>

<size fontsize>

<a webaddress>
<\ a>

- 32 —




Email .
, <a mailto : support@hyubwoo.com> Mail us<\ a>

<font Times New Roman> <size 9> Regular text,
<b> bold text <\ b>, <i> italic text <\ i>,
<a http : //www.hyubwoo.com> link to Hyubwoo Info Tech’'s web page <\ a>.

( )

Regular text, bold text, italic text, link to hyubwoo Info Tech’s web page

- Use Text File

1024
‘cki_?.msg’( e
lAl )
- Use Bitmap File
, 16 Bitmap
Bitmap ,
‘cki_?.bmp’

- 33 -



3.5 Interface

& CrypKey Instant 5.7 el 3

File Configuration Help

Select fles | Cypkiey | OO Kep | Message Intface | Sacuiy Type | Casper |

Frogram title: IF'ru:utEn:teu:I Calculator
™ Disable intsrface
W Require ficense agresment

" Dizable transfer commands
™ Disable kill license command
I Disable help menu *

Language:
ia: Englizh j
ELa agesin [ 1" & not authorzed,
itional language authorization may be purchased from ET_I.JpKe_I..I]

* = Not available for protected DOS programs

iEIEI: Frotected Calculator ll Exit | | Beqin Protechion...

‘Program Title’
On/Off

- Disable Interface

CrypKey Instant ( , EXE
DLL )

- 34 -



- Require License Agreement
Site Code (‘21 © )

- Disable Transfer Commands
PC

- Disable Kill License Command
Kill License

- Disable Help Menu
Help

- Languages

- 38 —



3.6 Security Type

g

& Crypkey Instant 5,7
Eile Configuration Help

Select files | Crypkien | OO Koy | Messags | Inteface Secuity Tvpe | Caspe |
I Use Evicryplion wrappet

[T Eriatie enctiption B ptiog el Ij"

[T (Bepursesubdiectones, Autorun thlshlc-:l

¥ Eriable Ready-To-Try
~ Trial Restriction

& Limitbyuns  Mumber of mns: i Yeseion

™ Limit by days [3 = [ =

~RTT LIE.L’H it DEEEU]‘E;
Lewel Dpticne: License court:

|0 | [ | H fir;lﬂwd%kié.é

..................

IEIEI: Protected Calculator j Exit | | Begin Protection. .

- 36 -



- Encryption Wrapper
CrypKey Instant ,

“3.1 Select Files 8 :
- Encryption Key : ‘0'~'2732’ ,

( )
l5 b
Key Generator , ‘Level’
Site Key( Email
)
‘Option’ ‘0’ )
- Rescure subdirectories :
— Autorun this file :
- Ready-To-Try
/
(CrypKey Instant
).
- Trial Restrition : (Runs) (Days)
- RTT License Default :
Option . , ‘Level
, ‘Options’

/

_127 -

Site

Level



- Program Version :

1) “Ready-To-Try”

( ON/OFF)

) , Option 1,
2 5
‘10011 ( Option 1 Low-bit, Option 2
bit )
1X1+1X2+0X4+0X8+1X16 = 19 Option
Option 1~32 .
, Level Option Site
Key Generator
32
PC
Site Key Generator
3, 3

_ 128 _



3.7 Casper

@ Crypkey Instant 5,7 2 x]

File Configuration Help

Select files | Coypey | OO Koy | Messags | Intettace | Secuity Typs  Casper |

¢ Custom Fields:- | Eurreﬁt:g:lus Diallars

— Contact tnkorriation:

Avtomatio purchase URL: Ihttp_:,-’a’_casper.kenu_nil:.l_:l:nma’sr::ripts

E-mail subject: IHegistratiDn Reques:t

E-mail address: [casper@kenoric.com

—Faymerit
I Crediteard ™ Serial pumber  Taues. | Always ask for
7 Wina R Wealstad. B AveicsnEsmes perzonalinfo.
—i I:_aspe_r F'ru:uduu_:t #1 1'
Product code: Descripfion: Frice;
1426 {CivpKey Slot Mackine 100
IEII:I: Protected Calculatar j Exit | | Begin Protection. .
Casper
, CrypKey Instant . CrypKey Instant
Casper

_ 129 _



Casper CrypKey Instant, Casper Server

1)
Casper Server
2) Email
Casper Server Email
Email Email
3) Email
Email ,
Email
, Email
Casper

(Casper Credit Card)

, Serial Number
S/N  Casper Server

_ 40 -



Casper

Casper
, ‘Currency’

- “Email”

Lo URLH “Email”

“Payment Type”  Casper Server
, S/N

, ‘Enable Casper’

‘URL

, Casper Server

, Casper ‘ ’
‘Email’

S/N

, S/N

Product Number/Code

1) Casper

2) Casper
Casper DLL

—_ 41 -

16
Casper

Casper Wizard

Product Description

CrypKey Instant V5.1

(32 bit Windows )



3.8 Configuration

CrypKey Instant 100 ( 00-99)
, Configuration

‘Interface’
Drop-Down List Configuration( ‘01’ ‘02’
‘03 ... ) , ‘Select File’ (83-1 ) — ‘Casper (3-6 )
‘Configuration’ ‘Save Configuration’

Save Configuration N EHEl

SEE Cloge |

, ‘Save Configuration’ Configuration  Overwrite
?’ , ‘NO’ ‘Save Congifuration As’
Configuration Number

42 -



3.9 Begin Protection
, ‘Begin Protection’
Protection

32-bit Windows program: Protection Frogress ;

B

~Gtatus
Protection successful

_ 43 -



3.1 3.6

, 5.6

.DLL .EXE

4.1 32 Bit Windows(Windows 95, 98, NT) Program

CrypKey

Cki32?.dll 32-bit Windows DLL( 32 bit

Cryp95?.dll | 32-bit CrypKey DLL(Windows95 98 )
Crp95167?.dll | 32-bit CrypKey thunk DLL(Windows95 98

Cki32?_?.dll | 32-bit Windows resource file( )
Cki_?.msg Text file message(‘Use File for the message’ )
Cki_?.bmp Bitmap message(‘Use Bitmap for the message’ )
Cklicens.hlp | License file(‘Require License’ )

Casper.dll Casper

Splash.int Splash Windows

_ 44 —




4.2 16 Bit Windows(Windows 3.1X) Program

Cki1e2.dll 16-bit Windows English DLL( )

Cki162_2.dll 16-bit ;Nindows resource DLL(

Cki_?.msg Text file message(‘Use File for the message’ )
Cki_2.bmp Bit)map message(‘Use Bitmap for the message’
Cklicens.hlp License file(‘Require License’ )

Cknetwk.exe | Network supported(Floating Licenses )
Splash.int Splash Windows

4.3 DOS Program

DOS

‘Programname.exe, Programname.ex”

Programname.ex_’

_ 45 —




4.4 Win NT/Network Program

WindowsNT Host Computer CrypKey Network Driver
‘SETUP.EXE’ Call
Destination Install Directory

‘SETUP.EXE C:\CRYPDEMO’

CrypKey 5.6 NT

_ 46 -



5. Site Key Generator

CrypKey Instant

' ‘CrypKey Instant V5.X. XXX’

Double Click )
( Site Key)

‘6.3

5.1 Configure

Key Generator

Configure

Site Key Generator(
‘Site Key Generator’

‘CrypKey Instant’

—Apphcations

‘5.1

, Site

‘Configure’

gk, ene

ck_demo exe

e:-:amEIe. =

prode. exe

Rename |

New | Do |
ID: 1
W 0K X Cancel

License Detaults |Uptin:|n3| Lewel |

[~ Add to existing license
[ Metworked licsnse

License count: |1 ﬁ
~Duration

& Unliited

C Lkt dee 0 =

" Limit by juns

Password: [KENONIC

(If supplisd, it will be automatically sntered for you
when you press the "Check! buttor.]

47 -



‘New’ , ‘New Application’ (

example.exe) ‘OK’ . , ‘Rename’
‘Delete’ ‘Application’
IID! ( ,
ill
‘Configure’ ‘License Defaults’
, ‘License Count’
( PC) )
‘Fixed’ . ‘Password’
( 12 )

Licehse Defaults |T:rpti|:|n3| Lewvel |

prodl . exe r 3.dg:|'__tq-§f-&|'g;ihg licenze
ik [ Metworked iznse
; : =l
License count: !3 =l
~Duration

+ Unlirited
" Limit by days - -
LiElste | I__I

HEd Lt by funis

Password: [KENONIC

IF supplied, it will be autamatically entered far pou,
W OK I xﬂahcefl [ i -3 Al Lol eIl

et you press the "Eheck! buthor.)

_ 48 -



, ‘KENONIC’

‘Configure’

‘Number of Options’

Option

Configure

‘Options’
‘Option names’

example. exe
prod] . exe
prodZ exe
sk Bxe

A ename |

E"%_I:':"t":: |

New

" OK X Cancel

License Defaults  Ophiohs | Lesel |

MNumber of options: 11 ] j

Option names::

[eheck defaults]:

Cremo option 2
Dema optian 3
[remo option 4
Demo ophion &
Ciemo optiarn &
Crero option ¥
Demo option 3
Dremo option 3

(B

|Demu:- optior 1

_ 49 —
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Default



‘Configure’ ‘Level ‘5.2’
‘Number of Levels’ ‘Level names’ Default Level

Canfigure x|

“Applications License Defauﬁsl Dptions  Level |

amlee:-ce Mumber of named levels: I? j

prod] exe = =
prod2 exe Level names:
sk exe 0: Diemalevel 0
1: Demolevel 1
20 Demolevel 2
3 Demolevel 3
4: Demo level 4
5o Demolevel B
A ehame | B Demo level B
Mew Lielste |
Dezscrption; I[flen'n:n level 0
Valye: [0 Bename |
" DK X Cancel Default level: |E: Dermo level B j

- 50 -



5.2 Level Option

CrypKey Instant Level
32 bit

4 bit

Option

Level

- Levels
Level
/ /

- Level O :

- Level 1: +

- Level 2 : +
, Level

- Options
Option

Option

- Option 1(
- Option 0(
, Option
( On)

On) :
Off) :

Level

(

On

- 51 —

) , Level Option
28 Option
)
)
( )
Level
Off) . )
On/Off 1
Option



Level Option

Level Option
Site Key Generator ‘Congifure’
Level Option

Level Option ?

Site Code

Level Option ,
SiteKey Generator

SiteKey Generator Site Key
Level Option
Site Key

Level Option

_ 52 _



Level Option

, Level Option
Level Option

Level Option
Option 5 On

CrypKey Instant

CrypKey Instant  ‘CrypKey’ (‘3.2
Option and Level Informatin’

SiteKey Generator ‘Configure’ Level

‘Level  Option

- 53 -

Level

‘Options

Option

Option

), ‘Pass
count’

Test



5.3 CrypKey

CrypKey
(Module)

Sample0l, Sample02... Sample05 5

30
Filename Example.exe

e 6

_54 —



, CrypKey  ‘Select File’

& CrypKey Instant 5,7 i H

File Configuration Help

Select files | Ciypey | O Key | Messags | Intettace | Securty Type | Cacper |

— File to Pratect
!E:'\P‘ru:uduu:tS et\Cropkey\CEl 232AEXAMPLE hvsample0l exe

Browse... |
_Brome.. |

—File ta 4rite
iE:"-.?—E."E 2 5Crpkey testtsdample0l axe

Browsze, .

I #ppend nntime DLLe and "AUTODIST" diectory to output fil
F= 1 | ce M d iiers
™ Twia preseive offset of vendar specific dalg

Usze Crypliey Stealth technology for 32-bit programs
loptional purchasz)

IEIEI: Frotected Calculator j Exit | | Begin Protection...

- File to Protect
SampleOl.exe

- File to Write
SampleOl.exe (File to Protect )
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CrypKey

& CrypKey Instant 5,7 i H

File Confiquration Help

Selectfilss CpKey | OO Kep | Messags | Inteacs | Secury Type | Casper |

Filename: Ie:-:ample. exe

—'li'r-:rgr,an‘r kE‘}'a
Master key:
|2.-'-‘-.5D 57C4 1B4C 1356 FO9E 17FF GOOE 2070 PIES F275 C364A

Uszerkey:
I-DI:IEEI A16C D1AZ AF30 B103

Metwork ficenze check time: |1 5 5: mirtes

¥ Pass optior arid level informiatiors Opticn court: |5 3:
¥ Allow modules bo run based on options Module number; |'I 3:

I Runs-based licenses meter minutes [32-bit) Wit per rm |I'.I 3:

IEIEI: Frotected Calculator j Exit | | Eegin Protection...
- Filename
Select files ( example.exe)

- Program Keys
Master Key  User Key
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- Pass option and level information
Option . Option
Count 3.2

- Allow modules to run based on options

Option
Site Key Generator
Module
SampleOl.exe
‘1

CDKey, Message, Interface, Security Type, Casper

, “Begin protection..”

il Rl

“Status
Protection successiul
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Sample02.exe . SampleOl.exe

& CrypKey Instant 5,7 _"lﬁl

File Configuration Help

Select files | Ciypey | O Key | Messags | Intettace | Securty Type | Cacper |

— File to Pratect
!E:'\P‘ru:uduu:tS et\Cropkeyh\CEl 232MEAM PLE hvsamplel?2 exe

Browse, .

—File ta 4rite
iE:"-.?—E."E 2 5Crupkey testhsamplall2. eve

Browsze, . |

[™ &ppend nuntime DLLs and "AUTODIST" directon to output file
F= 1 | ce M d iiers
I Tryto pressive offset of vendorspecific data

Usze Crypliey Stealth technology for 32-bit programs
loptional purchasz)

IEIEI: Frotected Calculator j Exit | | EBegin Protection...

- File to Protect
Sample02.exe

- File to Write
Sample02.exe (File to Protect )
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CrypKey

=
I
I

& Crypkey Instant 5
File Configuration Help

Select s CiopKey | OO Koy | Messags | Inierface | Secuny Type | Caspe |

Filetame: Ie:-:ample. e

~Program keys
hazter key:
|2.-'-‘-.5D 57C4 1B4C 1358 FO9E 17F7 GOOE 2070 PIES F275 C36A

Uzerkey:
I-DEIEEI B16C DAZ A79D B103

Metwork icense chesk time: |1 g 3: e
W Pass optior and level information Opticn courit: |B 5:
¥ Allew modules o tn based on-options Module number: |2 5:

I Runsbased licenses meter minutes [32-hit) W imLites: Ger |[I 5:

IEII:I: Protected Calculatar j Exit | | Beqgin Protection...

- Filename
sampleOl.exe . SampleO1.exe
sample02.exe
‘Filename’  sample02.exe
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- Allow modules to run based on options
Sample02.exe ‘2
‘Filename’ SampleOl.exe 2
Site Key Generator  Option

CDKey, Message, Interface, Security Type, Casper

, “Begin protection..”

il Rl

“Status
Protection successiul

Sample03.exe, Sample04.exe, Sample05.exe Sample02.exe
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Site Key Generator

, Site Key Generator
Applications

‘Configure’

Filename ‘example.exe’
, Number of Options ‘5’

Configure X
—Applications

||:k demo, exe
Mumber of options: !5 =
prod] . exe =i i j

prode. exe
zamplell exe

showeve Option names:: {check defaults):

01: Sampledl
[~ 02 Samplel?
™ 0% Sample03

[~ 04: Sample0d
Henarme | FME_

LElgte |

License Defaclt:  Optiohs | Lewel |

New

" OK | X Cancel |5 ample0s Bename I
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Configure ‘Level

Description

Configure

-Applications

| ch demo exe

prod] . exe
prode. exe
zamplell exe
gl exe

" OK X Cancel

. Number of named Levels
CrypKey

‘Module Test’ Value

License Defauﬁsl Dptions  Level |

Number of named levels: [T =

Level names:

1 Module Test

Descrption; IM::u:IuIe Test

Walue: |1 Bename |

Default level: |'I: Module Test j

:11
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Crypkey (sample01)

...... dration ] |4

Bragram License Help

‘E Lizense prezent but module not

Site Code: DAKOORTR 2080 EERC £
Walidate

-Site-lﬁey: |

CrypKey Instant Demonstration =

[ Thiz iz the configurable message box. If thiz were your program, you
can easily put your custom tailored message here, You can even put
vour ovwn hotlink to youWeb or email, like this:

Kenonic Contrals Lid.

CcrypkeyiE@kenonic com

To demonstrate the power of Crypley Instant, we have protected the
fatniliar Calculator program,

Thiz iz et to give a 3 run trial automatically, but vou can give customers
rums o time trials of any size. Once the trial has expired, to continue _"'J

Site Code ‘DA50 0B1B 2C80 EE5C 61’ , Site Key
Generator ‘Site Code’
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Site Code , “Check”
. Level Oprions Configure

aik Cr aenerator 5.6

(o]
QCrykey Scoiee | Dteeme. | e || X |

0 Issue to: |

[optiohal]
gr"'.l"éri}y_ﬁite Code Level: (=]
S |'I: FModule Test! ﬂ
Site cade: [DA50 0BTB 2080 EESC 61
: Dptions:
Product: IE:-:am]’:uTa,é:-ee- v BHans. 6,
: : b M Samplen
Password: [KENONIC Lheck 02 Sampled2
. [ 03 Sampled3
[ 04 Sample0d
[ 05 Sampleds
(3] ) Duration
™ Addioeistinglicense | Unlimied
™ MNetworked license @ Limi by days I3__ =
; . s O Limit by punz =l
License count: |1 j
‘ @ | Generate | » | By

Options CrypKey Instant Module

. Option A Generate
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ot Cripkey Site Kev Generator 5.8

O Crykey _ Sicooue | D teenee.

| % Summany... | ‘ X Exit |

=151

) Issueto |

foptional]
{5 Verify Site Code Level (5]
Site code [DASD 018 2060 EESC b1 [1: Module Test =
: Options:
Praduct: {example: exe v phans 5,
; il Ii M: Sampled
Pazaward: [KEMOMIC Check 02 Sampled2
o I v 03 Sample03
i
™ 05 Samplels
(3] ) Duration
[ Addio sustinglioense | & Wiliied g
I~ Wetworkedlicense | & Limit by daps o —
O Lirnit by puns 3 =)
Lizense count: |1 j I
‘ @) | Generate | » |C?'IE CREDS 0160 2C0OC BCO8 4720 5B By

Sample01, Sample02
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5.4 SiteKey Generator

Generator 5.6

e CrypKey H4 Configure.. | L Licenss..

) lssveto: |
@ Verify Site Code
Site coder DAS0 0BTE 2080 EEEC 61

Product: IEHam]':lT&éHE:- v
Passwnd: [KENONIC Check

9 e D-.Ulﬂﬁﬂn
I™ Add ta existing liosnse i
[~ Networked license

T I_j i lelth_lg fnE =l

‘ﬂ' Generate | » |

SiteKey Generator

- Issue to

— 66 —



- Verfy Site Code

‘Site Code’ Site Code , ‘Check’

‘Product’ ‘Password’ ‘Configure’

( : example.exe) (
KENONIC) . ,
‘Configure’ ‘Configure’
- Duration
( )
, 32,768(2"16 ), 32,768

- License Count

‘Duration’ ( PC)
‘Networked License’ Concurrent
‘License Count’ , ( , )
Fixed ‘License Count’ . , ‘Add to
Existing License’ SiteKey Generator Site
Key( , ) ‘Duration’
‘License Count’ Site Key
- Level
‘Configure’ ,
Level

_B87 -



- Options

‘Configure’
Option
- Generate
‘Generate’ 1) — 6)
‘Site Key’ .
‘Site Key’ (Emailing
(Exit)
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5.5 Summary

SiteKey Generator ‘Summary’

Licenze Generation -UI'I'II'I'HT" _‘_E!— .El
O oublesclick: an tem tor maore detaled nformation, Selectlogtle..
Produst | Date | Customer | Copies | Restiictian e
example.exe 20071-9-22 72:56:54 1 A Days 0
exarmple. axe 2001-3-22 13:0:47 1 I Dans i}
example exe 2001-3-22 131:33 1 0 Runzs 0
example.exe 2001-3-25 A7 1 " > 1]
example exe 2001-3-2612:3625 1 A Days 0
exarmple. axe 2001-3-2513:3710 1 I Dans i}
example exe 2001-3-25 13:38:4 1 JDavs 0
example.exe 2001-3-25 133313 1 FDavs 0
example.exe 2001-9-26 1324217 1 A Days 0
exarmple. axe 20071-3-25 134323 1 I Dans i}
example exe 2001-3-25 135538 1 JDavs 0
example.exe 2001-3-25 14:0:15 1 FDavs 0
example.exe 2001-9-2617:4:10 1 A Days 1
exarmple. are 2001-9-2617F:4:23 1 JDan: 1

SiteKey Generator
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, ‘Product’

License Details

Froduct
[ate izetied:
lssued to:
Type:
Copies
Lewel
Resticton:
Site eode:
Site kel
Drive Infor;

Double-Click

example ke
2001.3:25 17410

Hnn-rfatmhaj:l'[ﬂxaﬂj

1

1

3Days

[AS0 0B18 2080 EESC 61

712 CeOS 0160 2C02 273C 47CD 50
Unavailable:

Ot

1: Sample
3 Sample03
4: Sampleld
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6.

CrypKey Instant
(example.exe)

6.1 Example.exe

Windows ‘ '
Instant  VX.X. XXX’ .
Double Click : Example.exe
CrypKey Instant Protection
( )

- 71 -

‘CrypKey
‘Example.exe’



‘Enter’ ‘License Configuration’

=|[=] %

Pragram License Help

@ License prezent but module not

Tite Code: mspla_l.ﬂ éite.ﬁnde,.. | T
Valdate

-Sife-tie_l,l: |

CrypKey Instant Demonstration =

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custom tailored message here, You can even put
vour oven hotlink o youWeb or email, like this:

Fenonic Contrals Lid.

crypkeyikenanic. com

To demonstrate the poweer of Cryphley Instant, we have protected the
fatniliar Calculator program,

Thizs-iz et to give a 3 runtrial automatically , but vou can give customers
rums o time trials of any size. Once the trial has expired, to continue _"J

‘Display Site Code’

Y | me |
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‘Site Code’ ‘View Agreement’ ‘Yes’

Brogram License Help

‘@ Licenze prezent but module not

Site Code: DASOOB1E 2080 EESC 61
Yalidate |

-Site-ﬁe}': |

CrypKey Instant Demonstration =

[ Thiz iz the configurable message box. If this were your program, you
can easily put your custam tailored message here, You can even put
wour ovvn hotlink to youWeb ar email, like this:

Kenonic Contrals Lid.

crypkeyi@kenonic.com 1

To demonstrate the power of Cryphiey Instant, we have protected the
fatniliar Calculator program,

This iz et to give a 2 runtrizl automatically ot vou can give customers

runs or time trials of any size. Once the trial has expired, 1o continue _"J
, ‘Site Code’ ( ) .( Site Code
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6.2 SiteKey Generator

‘CrypKey Instant

VX X XXX ‘SiteKey Generator’  Double Click
ol Crypkay Site Key Generator 5.6 _-._I—IEIEI

@mﬁﬁﬂy Bcoviow=. | Tlieenss. | Summan.. |‘ X 'Egii|
foptional]

0 lzsue to: ||

Qrfvérﬁy,;gitq' Code Level: (5}

Site code | I =

.F—’:uduc‘t:-'l # Hptions: (6,
Password: | Dheck

9 E} Dutation
T Add to el icerss & Lt
[T Netwatdced lisanse = Ll e i I_ =

eemer ounl Il_ﬂ £ Lt oy g
‘a E&nma’liﬂl 3 | %l

‘6.1 (
) Site Code ‘Site  Code’
‘Check’
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‘Product’ ‘Example.exe’, ‘Password’

‘KENONIC’

ot Crypliey Site Eey Generator 5.6
@ CrypKey % Corfigu=. | 7 License.

) Issueto: |
¢ Veiify Site Code
Site code: {DAS0 0BTE 2080 EESC 61

Product: |example.exe v
Password [KENONIC Check

(3] ) Duration
B &,j_d_[_@ﬁé@_{@ﬁg_{_j};mg 0 L lirrlbed

T Sl y = Da}'§:
[ Networked licerise & HLimit by dayst Ig—j

e |1_ﬁ " Limit b punz

‘ﬂ' Generate | b | B
‘Duration’ Days( 3 ) Runs( 3
) ( , J) ‘Generate’
. , Site Key (
, ‘Configure’
‘example.exe’
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6.3 ()

6.1 ‘License Configuration’ ‘Site Key’
Site Key (
‘Validate’ . , 'Site Code’
, SiteKey Generator (Vendor)
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1.

CrypKey Instant ,
Concurrent(
Floating)

NT PC

SiteKey Generator 4 Floating ,
4
, 5

77 -



7.1

CrypKey Instant , /

CrypKey
Instant

WindowsNT, Windows95/98 Novell

Platform
DOS CKSERVE.EXE
Windows 3.1, 95/98 WCKSERVE.EXE
NT NT Stealth
Novell CKSERVER.NLM
0S2 OS2 Driver

_78 -



7.2 DOS

CrypKey Instant ‘CKSERVE.EXE’
DOS TSR , Command Line CKSERVE

1 (Command Line) CKSERVE.EXE C:\APP1;C:\UTIL\APP2;E:\WIN\APP3;
2 (AUTOEXEC.BAT) SET CKSERVE = C:\APPZ1;C:\UTIL\APP2;E:\WIN\APP3;

Reboot
7.3 Windows 3.X Win95/98
CrypKey Instant ‘WCKSERVE.EXFE’
Windows , Command Line

CKSERVE

1 (Command Line) WCKSERVE.EXE C:\APP1;C:\UTIL\NAPPW;E:\WIN\APP3;
2 (AUTOEXEC.BAT) SET CKSERVE = C:\APP1;C:\UTIL\APP2;E:\WIN\APP3;

Reboot
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7.4 WindowsNT

NT , CrypKey Instant
‘SetupEx.EXE’ ‘CKS.EXE’
‘SetupEx.EXE /S C:\CRYPDEMO( )'(Silent Mode
‘SetupEx.EXE C:\CRYPDEMO( ) (Verbose Mode

) Reboot
Uninstall ‘Cki.xxx’

‘NNETDRIVEN\NTSTELTH’ HELP

7.5 Novel

CrypKey Instant ‘CKSERVER.NLM'  Netware 3.X 4.X

, NetWare ‘Monitor Mode’
‘LOAD CKSERVER’ ) , Reboot

7.6 OS2

0Ss2

- 80 -



8.

CrypKey Instant/SiteKey Generator

CrypKey Protection , PC PC
8.1 (CrypKey Instant )
PC( ) (
PC )
, PC
‘License Configuration’ ‘License’ ‘Transfer To Directory’

, ‘Select Destination Program’

-1 -



8.2 (CrypKey Instant )

‘Source’) PC( , ‘Target’)
1) Target

2) Target FDD
Configuration’ .
‘Transfer In From Another Computer

( FDD )
Source FDD
3) Source

‘License Configuration’
‘Transfer Out To Another Computer’
( FDD )
Source
‘1

4) Source Target

Into Computer’
, Target

-89 _

, ‘License’

‘License

, Target

PC( ,

‘License

‘Enter’
License’

‘Transfer



8.3 SiteKey Generator

SiteKey Generator ‘License’

License

@ Site Key Gererator not authorized.
Oirily limited example icenses may be granted,

Electionio pgﬁﬁaq'ég_wf'z_@rd__...

Site Code D407 D4F4 6534 0050 DF

Site Key: | Walidate

For Site.F.ey Generator authaorization, contact us ak:

Kenonic Controls Ltd.
[403] 258-6200

For more information see our web zite at s, crypkey com

or e-miail Ls-at infolEcrpken com.
Transter License:

R direEttarn 00 M e Into computer...

Close

‘To Directory’ 8.1
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1) Target SiteKey Generator

2) Target FDD ‘License’
‘Into Computer’
, Source FDD

3) Source ‘License’ ‘Out of
Computer’

, Source SiteKey Generator
Ll!

4) Source Target , Target ‘Into
Computer’

SiteKey Generator Target

SiteKey Generator

_84 -



9. Distributor Authorizing License

Distributor Authorizing License(DAL)

(e )
’ ) (
/ / ) DAL
9.1
Protection
DAL
1) SiteKey Generator
2) SG(Slave) ‘License’
(‘8.3 ) ‘Site Code’
Email
3) SG(Master)
, ‘Site Code’
4) ‘Password’ ‘MUNCHKIN’
5) ‘Check’ , ‘Product’ ‘SKW.EXE’

_ 85—
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ol Crypkey Site Key Generator 5.6

=10 %]
QI Cryikey Foovoue. | Deewe. | sumer | Xea |

) lssuetor |

fopin)
Qrf\iﬁlﬂy;gitq' Code Level: @
Site code | I I |
- Hph
Product: I " Bhons: 6
Femd] Check
(3] Y Duration
| Add toepislinn ficerse &L plmit=d
[T Wetwarltedlizenss f-' Lrnift L s II_—I
i = £ Lty rims =
Aieetsrenant | i j

@ S|y | =

6) ‘Duration’, ‘License Count’ ( , ‘Limit
by Runs’ ‘1,000’ , Slave
SG 1,000 .), ‘Options’

7) ‘Generate’ ‘Site Key’

8) Site Key

9) Site Key , 2) Site Key

‘Validate’
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9.2

1)

‘License’
Code’
2) 2~3

3)

4)

SiteKey Generator PC
PC . , SG
(‘8.3 ) ‘Site
, ' Site Key’
‘Site Key’ ‘Validate’

DAL

_87 -



10. CrypKey STEALTH

CrypKey Stealth ( ) Hacker
) CrypKey Instant
CrypKey SDK

CrypKey SDK 5.5 , CrypKey STEALTH
'10.1 ~ 10.2 .
, CrypKey SDK 5.6 , CrypKey

Instant 5.6 CrypKey STEALTH

‘3.1 Select Files CrypKey Instant

Stealth
Stealth , Copy-Protection
/Reverse Engineering
Stealth
, Stealth

_ 88 —



10.1

1) CrypKey Stealth |

2) ‘CrypKey Stealth’ . License
‘License Configuration’ ,
'10.2 . , License

£ CippKey Stealth [Licensed)

CrypKey sreacrs

FEOam f comfadi:
]

| femn compiaazion I Cloe I

- 89 -



3) ‘Pick File’ CrypKey Instant  Protection
/Open

Select & program

= AR [ WinNT O ~] ¢ & E-

|| Program Files
~|RECYCLER

A1 Symbaols

| Systern Yolurne Information
1 TEMP

I WINMNT

oj 0| S I
Ok AT [Program files (= exe)

Ll L

=7

A

, ‘Program to Compress’

~_ o0 -




4) ‘2 ‘Begin  Compression’
Compression

‘. bak’

EiRd

~Stafus
Protection suscesshul

5) Compression ‘OK’

~ 01 -



10.2 Stealth ( )

1) Stealth ) ‘CrypKey Stealth’

@ Crypkey SOK Stealth Ul - Licenss Configuration = ] S

Brogram

@ Program riok autharized

Site Code: D896 DFE? 6556 S76E OF
Yalidate

Site Key: I

CrypKey SDK Stealth Ul

MNote: To operate this program, it must be run in the
same directory as SKW EXE and S EXE must

have a valid license,

Thiz iz the Uzer Insterface Yersion of Crypkey Stealtth. There iz alzoa
command line vgrsiun, STELTHCM EXE, inthe zame directary. See
Readme txt in the top directory for details.

2) ‘Site Code’ Email 30
( ) ‘Site Key’
2) ‘Site  Key’ Site Key
‘Validate’ . 10.1

_ 9o _



11.

11.1

1) WindowsNT

Windows NT

WInNT WInNT/ System32 ‘Error.log’  ‘Errord.log’

2) NetWare
i) ‘CKSERVE is not serving this directory’

- ‘CKSERVER.NLM’
- ‘Autoexec.ncf’ ‘CKSERVER.NLM’

i) NLM
, ‘Novell clib.nlm’
‘Undefined Symbol :_ck’
- ‘Novell patch libup5.exe’ patch
- ‘diredtfs.nlm’
‘clib.nims’ Shut down

_ 03—
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11.2 Norton Speed Disk

HDD - Speed Disk
*.ENT, *.RST, .KEY .41S

_ 04 -



12.

12.1

CrypKey Instant

CrypKey

PC

Email

PC

PC

Email

_ 05 —




CrypKey

Email

Follow-Up )

, Email

CrypKey Instant

_ 06 -




12.2 CrypKey
HDD
ID
12.3
12.4
, Product 1
1.dat’
12.5
HDD
12.6 Clock
Clock

?
?
(  XXX.exe) ‘product
Windows ?
Windows
?
. Clock
CrypKey
Reboot

_ 97 -



12.7 CD-ROM ?

CD-ROM : CD-ROM
(
‘3.2 CrypKey ’ J)
12.8 ?
CrypKey , CrypKey Instant
‘Options’ 32
, ( ) ‘ 1
( ‘InitCrypKey 0O’
Call )

Master Key  User Key

_08 —



CrypKey ?

CrypKey Copy-Protection Software License Control S/W Tool-
Kit , IBM, Motorola, Panasonic, Kodak, Minolta, GE, SEGA, Hewlett
Packard, Sybase, Caterpilla 7,000 Site S/IW

Microsoft MSDN(Microsoft Developer Network)

- Hardware Key Disk Key , , )
PC H/W
7 30 7
- Internet CD-ROM
- 30

- DOS, DOS 32 Bit, Win 3.X, Win32, Win95, Win98, WIinNT, OS/2, Novell &
Microsoft Network

_ 09 _



CrypKey
- 30
- CrypKey Network (
Clients )
- Network
- Network
- S/W

Network License

- Network License

- Network License(

CrypKey

S/W  Server

PC

-100 -

S/W Licensing

Network

S/W



1) CrypKey ?

Hardware Key ,
30 ) Demo Version

Pre-Sales Promotion

Hardware
CrypKey

Copy-Program

Hardware Key Disk Key

H/W Key )

CrypKey
Line Server (

; )
H/W Key

-101 -
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CD-ROM, Internet,

H/W Key
Copy-Program

On-



CrypKey Microsoft, Sega, Sybase S/W Vendor

Hardware Key Disk
Key . , CAD S/IW
Vendor U$50,000 CrypKey
7,000 Site S/W
2) Network CrypKey *?
CrypKey Server  Protected Program( + CrypKey)
Network Client Network Driver
, Client
3) PC Protected Program ?
Floppy Disk Transfer Network Direct Transfer
PC PC : : :
PC
4) PC : ?
CrypKey Hardware
Protected Program PC
Ramdom Coding Marker Site Code
( PC Site Code
Site Key ) PC :

-102 -



5) CrypKey Vendor
Protected Program (License )
CrypKey ,
Password
6)
License Kill Site Key
7)
, 30 Demo Version
60
8) ?
CrypKey , ,
9) CrypKey
CrypKey Hard Drive

CrypKey

Site Code/Key,

?
Serial Number

, ‘“Unique State Dependence’

Protected Program

, H/W
Hard Drive

Hard Drive

- 103 -
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10) CrypKey  Hacker ?

CrypKey Instant
CrypKey Instant

- Random Encryption :
Protected Program

‘CrypKey’
Hacker CrypKey
CrypKey Protected Program

- Math Challenge :

CrypKey  Security Function Binary Code ‘0 Error
Number Return , ‘Complex Randomized Calculation’
Return Hacker
Calculation

- Encryption and Cyclic Redundancy Checks(CRC) :
CRC

CrypKey SDK
Software Developer Kit(SDK)  API
Instant
‘AntiHacking Techniques’

-104 -



11) CrypKey SDK  CrypKey INSTANT

CrypKey INSTANT

- 30 Recompile
. ‘EXE’
Protected EXE/DLL

CrypKey Library Call
Source Code Access

10

CrypKey SDK

CrypKey DLL

‘EXE’
‘DLL’

CrypKey Instant

- 105 -

Write

Protection



12) Protected Program

PC ( , Hard-Drive , Windows
Site Key :
(Hard-Drive ,
Site Key . Site
13) CrypKey Protection  US Export Restrictions ?
US Resctrictions Data Encoding Level
CrypWrap
14) CrypKey UpGrade ?

Old Ver. New Ver.

15) CrypKey Mac UNIX ?
UNIX Mac Simulated Windows CrypKey
16) Site Code /Site Key
?
CASPER .
)

- 106 -



17) Distributor Authorizing License ?

CrypKey SDK INSTANT ,
OEM Site / Distributor , 1,000 copy
‘Distributor Authorizing License’ , 1,000 Copy
License 1 Copy Site
1,000 Site
18) CrypKey STEALTH ?
Hacker Reverse Engineering ,  CrypKey Instant/SDK
Protection Cracking ,
Hacking

-107 -



B

1. CrypKey Instant

CrypKey Instant 5.6

5.7

CrypKey Protection

10000

- CrypKey

- RRT
- 20GB

- Novell

100

(WAN

127

- 108 -
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CrypKey Instant 5.3 5.6

.EXE CrypKey

.EXE CrypKey DLL NT
CrypKey CrypKey Stealth

- Windows ME
- (.EXE) ‘Stealthing’
‘Patching’
, Patch
, Stealth Patch
- Input, Output
Stealth Runtime

.EXE
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CD Copy

CD Copy

CD Copy
CrypKey 5.6 .CKN
.CKN ,
VB COM DLL
FoxPro
DOS .
‘-100’
SKW EasyKicense :
Windows ME ~ Win2000 CD Protection
Windows ME WCKSERVE.EXE
CASPER.DLL .
Extra Security(Hacker Key Generator)
Cki32g ckilég cki32h  ckiléh
Non-Code
Stealth

“Run Maximized”
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Config Dialog Splash Screen

Clock Tampering
CrypKey lib :
NT Driver Extraction Timeout

NT
‘Ready-to-try’ .(Network
)
DLL , DLL ,
‘Lock’
200 RTT

CrypWrap

- 111 -



CrypKey Instant 5.0 5.3
CrypKey File
CrypKey )
NT
/
Update
CrypKey ,
- CrypKey
DLL / ,
CrypKey
- NT
- NT , NT

, Common File Directory

CD-ROM
Write ,
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HDD
CD-ROM



CrypWarp
CrypWarp CrypKey
Instant ,

( , Site Key )

- Web Update ,

CD Key Protection ( )
CrypKey CD Key

CrypKey , CD CD

CrypKey
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- CrypKey CD CD

, CrypKey
CD
- ( , Windows
, HDD  Reformating/ ),
- PC PC
, CrypKey Transfer
CD
CrypKey Instant 4.3 5.0
‘EXE’ ‘DLL’ Protection
, CrypKey Instant  ‘Interface’ )
‘Option’ , DLL
( , On/Off) . ,
‘CrypWrap’

‘CrypWrap’ ) CrypKey Instant
‘Encryption Wrapper’ .

: ( )
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‘CrypKey STEALTH’
( Reverse Engineering) )
1 10 ki

32 Bit SiteKey Generator
( ) ) )

Configuration ‘INI’

‘CASPER’

) (
, CrypKey Instant/SDK
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GUI
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NTStealth NT

- CrypKey
- . )
- NT driver
SETUPEX.EXE & CKS.EXE
- Win9Xx

WCKSERVE.EXE

Stealth , .EXE
CrypKey
Extra Check
- Novell
- Lerypky?7.lib
- crp32dil.dll
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DLL CRC .
Errorcode
- CRC
- Crypkey.h InitCrypKey()

- DLL
CrypKey (.ckn)
CrypKey
CrypKey
- AcquireLicense()
CrypKey

(DirectTransfer()

- CrypKey
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- FloatingLicenseSnapshot()
Network

CrypKey CrypKey Stealth
- Windows ME

- (.EXE) ‘Stealthing’

‘Patching’

, Patch
, Stealth Patch

- Input, Output

, Stealth
1) User Interface Stealth(Stelthui.exe)
Input  Output
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2) Command Line Stealth(Stelthcm.exe)

Stealth
Stealth .
Input  Output Commandline Parameter

- Disk Size 500MB
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- Windows ME .

. SiteKeys  Extra Security

- CRP32DLL.DLL .
‘-14 CRP32DLL.DLL’

InitCrypKey() ErrorCode
- 32 Bit CKChallange32() .
- ‘Ready to Try’ Windows 98 20’
NT ‘Clock Setback Check’
‘-21(false)’

- CRYPSERV.EXE
SETUP_CK.DLL
NT

Extra CRC Security
Password

- NT NT
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VC VB CrypKey COM Object COM-Object

NT

: Transfer
- NT Cold Reboot ,
- SKW DAL(Distributor Authorizing License)

- SKW Level
- Novell NLM
- Stealth : , ,
EXE DLL Hacking
(SiteKey Generator, 32 Bit DLL, CRP 32 DLL
)
- Thunk DLL CRC
- 16 Bit Thunk DLL : Random Named File
- Thunk DLL
DLL
NT : /

RTT
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CrypKey
, Thunk DLL
DLL
Restriction Fiie CRC
. NT
- NT ,
400%
NT
Detection’
- NT Setup  Uninstall
- SiteKey Generator
- INI
- CrypKey

Code
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(Passward

16/32 Bit, C, Visual Basic, Access, Delphi

Thunk DLL ,

) NT

Update , ‘Tamper

Configuration

)

Sample Source
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- Microsoft C++ 6.0, 6.0 8.0

- Microsoft Visual C++ 1.5, 2.X, 4.X, 5.X 6.X
- Borland C++ 4.X

- Borland C/C++ 3.X

- MS-DOS External Linking , 16 32 Bit Windows DLL

- Microsoft Visual Basic, Microsoft FoxPro, Microsoft Access, CA Clipper,

Borland Delphi, Borland Visual dBASE, Borland Paradox Powersoft
PowerBuilder

- 16/32 Bit, C, Visual Basic, Access, Delphi
Sample Code
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‘License Agreement’

‘ Authorization( Kenonic Control

y .

‘Authorization’

()
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